South Dakota Report
September 2021




STATE B
ASSESSMENT

Table of Contents PROGRAM
INTRODUCTION.......cveevinrenrerresrimmesessessessesessessensessossesessessensossesssensessossossssensensons 3
EXECUTIVE SUMMARY ..onevvrvinrinrinrenreseesessessessessossssessessossossesessessossossossesensensons 4
STATUTORY AND REGULATORY ENVIRONMENT ....ccttiiiectttiiiecetcereneccesennsecescnnacces 9
GOVERNANCE ....cveeveeriererreseesessesessessesessessessessosmessssessessossosessensesonsosessensensonsen 37
FUNCTIONAL AND OPERATIONAL PLANNING...ccctcectttiteenttteetennttessassscccssssscasennses 45
STANDARDS. .......veuvierereereeseeseseseeseesesseesessensessessesessessensessessesessensensessessssssseseneen 55
SECURITY AND CONTINUITY OF OPERATIONS...cccttttetteraecennceeoncennccesnsccnnsessscenn 62
HUMAN RESOURCES / TRAINING. .cicctteettttteaasteetsennsecssensscccsssssscssssnsscssassssccssssssses 70
EVALUATION. ...ecveevevinrenrerreseesessessessessesessessessessssessessessossossssensessonsossessnssnsessesson 79
PUBLIC EDUCATION.......coueeuerirenrenreseeseesesesseseessesessessessessessessessssensonsossessessnsenses 85
NEXT GENERATION 911 (NG911) MATURITY MODEL.....cccicctietiiuiiaiierciecinrcnscenssnsnns 91

State of South Dakota



STATE B

ASSESSMENT
PROGRAM

INTRODUCTION

The State of South Dakota

BACKGROUND

South Dakota is a U.S. state in the upper Midwestern United States. It is named after the Lakota
and Dakota Sioux Native American tribes. South Dakota is the 17th largest state by area (77,116
square miles), but the 5th least populous (884,659) of the 50 United States. As the southern part
of the former Dakota Territory, South Dakota became a state on November 2, 1889,
simultaneously with North Dakota. They are the 39th and 40th states admitted to the union.
Pierre is the state capital, and Sioux Falls, with a population of about 184,000, is South Dakota's
largest city.

South Dakota is bordered by the states of North Dakota (to the north), Minnesota (to the east),
Iowa (to the southeast), Nebraska (to the south), Wyoming (to the west), and Montana (to the
northwest). The state is bisected by the Missouri River, dividing South Dakota into two
geographically and socially distinct halves, known to residents as "East River" and "West River."

Eastern South Dakota is home to most of the state's population and is known for growing a
variety of crops. West of the Missouri River, ranching is the predominant agricultural activity.
South Dakota hosts millions of visitors each year with sights such as the Black Hills, Mount
Rushmore, Crazy Horse Monument, in addition to being a mecca for hunters and fishermen.
Interestingly, South Dakota actually has more shoreline than the state of Florida.

ECONOMY

The service industry is the largest economic contributor in South Dakota. This sector includes
the retail, finance and healthcare industries. Ellsworth Air Force Base, near Rapid City, is the
second-largest single employer in the state.

Agriculture has historically been a key component of the South Dakota economy. Although other
industries have expanded rapidly in recent decades, agricultural production is still very important
to the state's economy, especially in rural areas.

Another important sector in South Dakota's economy is tourism. Many travel to view the
attractions of the state, particularly those in the Black Hills region, such as historic Deadwood,
Mount Rushmore, and the nearby state and national parks. One of the largest tourist events in the
state is the annual Sturgis Motorcycle Rally.
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GOVERNMENT

The structure of the government of South Dakota follows the same separation of powers as the
federal government, with executive, legislative and judicial branches. The structure of the state
government is laid out in the Constitution of South Dakota, the highest law in the state. The
constitution may be amended by a majority vote of both houses of the legislature, or by voter
initiative.

The Governor of South Dakota occupies the executive branch of the state government. The
current Governor is Kristi Noem. The state constitution gives the Governor the power to sign
into law or veto bills passed by the state legislature, to serve as commander-in-chief of the South
Dakota National Guard, to appoint a cabinet, and to commute criminal sentences or to pardon
those convicted of crimes.

The state legislature is made up of two bodies—the Senate, which has 35 members, and the
House of Representatives, with 70 members. The judicial branch is made up of several levels:
the state supreme court, the circuit courts, and the magistrate courts.

Status of the South Dakota 911 System

History, Legislature and Funding
911 in the state of South Dakota is governed by:

§SDCL 34-45 Emergency Reporting System

§ARSD 50:02:02 South Dakota 911 Coordination Fund (remittance information)

§ARSD 50:02:04 Public Safety Answering Points

South Dakota lawmakers passed legislation in 1989 allowing the imposition of a 911 surcharge
on telephone lines in the state. Under that legislation, local governments were allowed to impose
a monthly fee of up to 75 cents to provide a portion of the funding for 911 services. During the
2012 legislative session, lawmakers passed legislation increasing the 911 surcharge to $1.25 per
line and added a 2% surcharge on all prepaid phone purchases at the point of sale.

In 2020, $13,533,579 in 911 fees were collected. Of those fees, $8,919,824 came from wireless
collections; $3,101,179 from wire line; and $1,291,947 came from the sale of prepaid devices.
The revenue from these fees are distributed at 70% to local Public Safety Answering Point
(PSAPs) and 30% to the Public Safety Emergency 911 Fund. Of the 30% going to the Public
Safety Emergency 911 Fund, 26% goes to eligible PSAPs (Incentive PSAPs) and 74% goes to
the 911 Coordination Fund (Special Revenue Fund). The use of these funds for eligible expenses
is reported yearly and reviewed to ensure compliance by the Department of Legislative Audit.
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The 911 Program

SOUTH DAKOTA 911 COORDINATION BOARD

A number of different task forces, meetings, and studies over the years culminated in the 2008
creation of the South Dakota 911 Coordination Board (Board), which employs a State 911
Coordinator through the Department of Public Safety to work with the PSAPs, counties, vendors,
and telcos on the 911 system.

The South Dakota 911 Coordinator assists local governments with implementing 911 emergency
telephone systems in their area. The State 911 Coordinator addresses statewide issues common to
all 911 systems, providing the information and guidance to make local jurisdictions successful.

The Board is administratively tied to the Department of Public Safety and was established to set
minimum standards for operation of public safety answering points, determine criteria for
reimbursement for nonrecurring costs and the amount of reimbursement, and oversee the
coordination of 911 services within the state. The Board annually reports to the Governor and the
Legislature about the operations and findings of The Board and any recommendations for
changes to 911 service in the state.

The Board is appointed by the Governor and comprised of 11 member representatives from the
following groups who each serve three-year staggered terms:

(1) South Dakota Chapter of the Association of Public Safety Communication Officials
(1) Dakota Chapter of the National Emergency Number Association

(2) South Dakota service providers-telecommunications

(1) Employee of the South Dakota Department of Public Safety

(2) South Dakota Association of County Commissioners

(2) South Dakota Municipal League

(1) South Dakota Police Chiefs Association

(1) South Dakota Sheriffs Association

PN BB

PSAPs in South Dakota

As of 1999, there were 12 counties without any 911 service, 10 with basic service, 11 with
modified 911 service, and 31 counties with E911 service. South Dakota has a total of 33
PSAPs—28 are state hosted, three are tribal, one is DoD, and one is Dol.

In South Dakota the PSAPs are responsible for wireline 911 circuits, PSAP communications
equipment (CAD, EMD, radio, logging recorder), personnel and operating procedures. The
Board provides statewide hosted Emergency Services Internet Protocol Network (ESInet), CPE,
ALLI and a portal for GIS data submission for the statewide GIS dataset.
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Other 911 related services include the Department of Public Safety which handles the NCIC/SD
LETS System. LET (Law Enforcement Training) is responsible for telecommunicator training,
and BIT (Bureau of Information and Telecommunications) is responsible for state radio.

South Dakota provides statewide hosted ESInet and CPE through Lumen’s Managed Emergency
Call Handling solution. The state leases the call handling equipment and provides it at no cost to
the participating PSAPs. Surcharge revenues allocated to the State 911 Coordination Fund pay
for the monthly recurring charge of the contract for Lumen’s Managed Emergency Call Handling
solution.

911 Calls

E911 is defined in state law and has been statutorily required in South Dakota since July 1, 2010.
Administrative rules require PSAPs to adopt written procedures for recording and documenting
relevant information of every request for service.

A 911 telecommunicator must be able to appropriately prioritize all calls for service, and a 911
telecommunicator must be able to determine the appropriate resources to be used in response to
all calls for public safety service.

In 2020, there were 344,529 calls to 911. Of that total, 298,679 were wireless; text to 911 was
not deployed until March 2021. As of May 2021, text to 911 is available throughout South
Dakota.

Progress Towards Next Generation 911 (NG911)

In the spring of 2014, the State of South Dakota Department of Public Safety, along with the
South Dakota 911 Board, began the migration of the South Dakota 911 system from an analog,
legacy-based system to a Next Generation 911 (NG911), digital, [P-based system. In February of
2020, the final major implementation milestones were met when Lumen, the NG911 System
Service Provider (911SSP), cutover the final South Dakota PSAP to the Lumen provided
A911/Positron MECH hosted Call Handling solution serving all 28 PSAPs in the state. The
NGOI11 journey for South Dakota did not follow a straight line. The original system, which
began in 2014, required complete replacement by 2018 South Dakota issued an RFP, awarded a
new contract and Lumen began implementing the new NG911 system in the summer of 2019—a
testament to the fact that progress can sometimes be measured by starting over. South Dakota has
demonstrated a commitment to industry standards, new technology, and in ensuring the citizens
of and visitors to the great State of South Dakota are able to rely on a state of the art 911 system.

EXECUTIVE SUMMARY

Background on State 911 Assessment Program Process
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The State 911 Assessment Program has established a comprehensive benchmark based upon
uniform goals for NG911 across the United States and territories. The Assessment Program uses
a series of 83 guidelines that allow state 911 authorities to measure the progress and status of a
state’s 911 program. The assessment results are based upon consensus from a team of qualified
assessors and are used to gauge the status of state and local programs, and to identify strengths
and areas for improvement within the current 911 program. The results of the assessment are
meant to serve as a tool to reveal areas for attention by the 911 program.

Nine categories constitute the basis for the consensus guidelines:
1. Statutory and Regulatory

Governance

Functional and Operational Planning

Standards

Security and Continuity of Operations

Human Resources and Training

Evaluation

Public Education

NG911 Maturity Model

A PR AN ol ol

Within these nine categories are 83 guidelines which illustrate what an effective 911 program
and system encompass, but do not dictate how to achieve an end result.

The consensus guidelines serve as an objective benchmark for the assessment of the status of a
statewide 911 system. States will not be required to adopt the guidelines but are encouraged to
review the results to highlight areas that may improve their program. Any established assessment
process will be conducted on a voluntary basis.

National 911 Guideline Categories

Statutory and Governance Functional Standards Security / Human Evaluation Public Next
Regulatory and Continuity of Resources / Education Generation
Operational Operations Training 911 Maturity

Planning Model

To continue enhancing their statewide 911 system, the State of South Dakota requested to
participate in a peer-led assessment. The State 911 Assessment Program team, composed of
subject matter experts from diverse backgrounds and geographic areas, performed a statewide
analysis of the current status of 911 in South Dakota. Based on the established guidelines and
data gathered through state-provided documentation and presentations, the assessment team has
made the following observations and recommendations.
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The guidelines are operational in nature and are not meant to be technical, nor are they intended
to be standards or requirements. The guidelines are intended to unify the goals of the industry
and facilitate a coordinated effort to advance 911 across the country. The guidelines are designed
to be as constructive as possible and do not establish a pass/fail designation or a graded structure.

National 911 Guidelines Assessment Report

There are three core elements for each guideline: the guideline itself, the criteria, and the
rationale. The rationale describes why the guideline is important; the guidance is designed to
provide assistance for assessors but may also provide information for states. Most guidelines are
based on three criterion levels: minimum, advanced and superior. Each graduated rating assumes
compliance with the prior rating. Some guidelines are binary in nature, indicated by ‘Binary’ in
the minimum criteria and are grayed-out in the advanced and superior criteria boxes. With a
binary guideline, the assessment result will be either a ‘yes’ or ‘no’ answer; either the state does
it or it does not. There are no graduated ratings possible with such a guideline.

A state, for the purpose of this document, includes the political subdivisions and the people of a
state. When a guideline says that the “state” should do something, it does not imply that it should
be done by the state government, but rather that it should be done in the state and apply to the
entire state. ‘Statewide’ defines functions that apply to the entire state in order to provide
uniform 911 service for all public and private entities within the state. This report and these
guidelines do not assign responsibility to any entity within the state. The guidelines are agnostic
to who performs the functions included in the guidelines. This report assesses only whether the
functions are being performed and how.

Using the recommendations provided by the assessment will assist the South Dakota 911 Office
and the State of South Dakota in improving 911 for the benefit of all residents of and visitors to
the state, as well as emergency service providers.

Important Note to Readers

This assessment process should not be confused with a performance evaluation. The assessment
was developed to assist states in determining how "well positioned states may be to facilitate
specific advancements in technology and operations." It should not — and really cannot — be used
to judge how effective a state has been, or will be, in delivering 911 services. Rather, it aims to
acknowledge accomplishments to date, and to help states identify areas where changes could
(based on national benchmarks) improve their ability to respond to the multitude of changes
facing the 911 sector of public safety. The benchmarks involved are necessarily generic and may
not always fully align with how a state chooses to approach their 911 service environment, based
upon specific state and local priorities and factors. A state’s specific circumstances may limit
how benchmarks apply in some instances.
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Another important note is that these are strictly guidelines and meeting a minimum criterion may
be all that certain states should strive for. The states undergoing this assessment have asked to be
evaluated against an ideal, not against what their specific statutes and authorities allow them to
do. It should be emphasized that these guidelines are primarily meant to point states in a
direction to move toward, not to evaluate their performance. The fact that any state has not
achieved a specific criterion for any particular guidelines should in no way be interpreted as a
failure of any kind.

Report Structure

The assessment report is divided into nine
sections that reflect the nine categories
developed by National 911 Assessment

Guidelines Work Group (NAGWG). The Functional
nine sections and a brief summary of each Operational
. . Planning
section are provided below.
Public
Education Standards
Statutory and Regulatory
. NG911
The statutory and regulatory environment .
. 4 Maturity
outlines the items that a state should have Model
codified to enhance 911 system Security
performance. This does not have to be e,
within the 911 statutes but can be from

Human

another area of statute. For example, privacy Resources
issues may be in a right-to-know statute.
Examining these against a state’s current
statutory and regulatory environment will
enhance the service provided to the residents
of and visitors to the state.

Governance

The governance environment outlines areas of stakeholder involvement with the 911 system.
History has shown that cooperation enhances a 911 system, and with the diversity of
stakeholders and user needs, the governance of the 911 system is critical.

Functional and Operational Planning

The functional and operational planning environment outlines the areas of service delivery that
should be addressed in a 911 system. This environment includes areas such as record retention,
call handling protocols, continuity of operations plans and exercises.

Standards

The standards environment outlines the areas for which a state should develop or adopt
standards, including technology and performance standards.
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Security and Continuity of Operations

The security environment outlines areas that should be addressed to secure the facility and data
associated with 911. These guidelines outline plans and actions that a state should facilitate or
coordinate to enhance the 911 system.

Human Resources and Training

The human resources and training environment outlines the areas where personnel can have an
impact on 911. This includes training for staff, establishing standards and certifications, and
programs for staff stress management. The people that work in 911 are a critical asset and should
be considered in any 911 system.

Evaluation

The evaluation environment as a whole relates to how states evaluate or assess their 911 systems.
Using state data for evaluation purposes is an ongoing process. It encourages a practice that is
not a standard operating procedure across the board. Some states will have quality assurance and
quality improvement (QA/QI) while others will not.

Public Education

The public education environment outlines areas of education for the general public,
appointed/elected officials and stakeholders. A better-informed user community enhances the
911 system. Target audiences should be identified, and specific messages should be tailored for
each of them. For example, informational needs differ depending on whether the audience is the
general public, people with special needs, emergency responders, or government officials and
policy makers. Messages include the appropriate use of 911, when to call, what to call, the
limitations of system capabilities and national issues.

NG911 Maturity Model

The NG911 Maturity Model section outlines the items that a state should implement to enhance
911 system infrastructure. Examining these against a state’s current infrastructure will enhance
the efficiency and effectiveness of the 911 system.

This category’s guidelines are adapted from the NG911 Maturity Model, which was developed
by the Federal Communications Commission’s (FCC) Task Force on Optimal Public Safety
Answering Point Architecture (TFOPA). TFOPA is a federal advisory committee chartered
under the Federal Advisory Committee Act (FACA) to provide recommendations to the FCC
regarding actions that states, PSAPs, and 911 authorities might take to enhance security,
operations, and funding as NG911 migration occurs.

The Maturity Model, otherwise known as the NG911 Readiness Scorecard, identifies essential
elements which are necessary to be present within each NG911 Implementation Maturity State as
defined later in the document. It should be noted that the NG911 Readiness Scorecard is limited
to essential elements and is not meant to be all inclusive.
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Further information on TFOPA, including its charter, the final report, and the development of the
NG911 Maturity Model, can be found online at: www.fcc.gov/about-fce/advisory-
committees/general/task-force-optimal-public-safety-answering-point.
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South Dakota State 911 Assessment Team

The South Dakota State 911 Assessment Team consists of subject matter experts from across the
country. The team includes:

Robert Cobb, Ph.D., ENP

Since joining NENA in 1992, Dr. Cobb has developed and managed NENA’s Education &
Training Program, the NG9-1-1 Partner Program, and the Emergency Number Professional
(ENP) Certification Program. He also served as NENA’s Interim Executive Director on two
separate occasions. He has supported the USDOT’s National 911 Office programs for many
years related to NG911, the 911 Documents & Tools (previously National Resource Center), and
state assessments. He was one of the team members to develop the State 911 Assessment
Program and guidelines and has participated in all of the assessments prior to South Dakota.

Leah Missildine, ENP

Leah Missildine is the Executive Director of the Alabama 911 Board. She joined the Board in
2013 and was promoted to Executive Director in 2016. As Executive Director she is responsible
for the financing and implementation of NG911 in Alabama. In early 2021, all of Alabama’s
Emergency Communication Districts were moved onto the Alabama Next Generation
Emergency Network (ANGEN). She continues to move Alabama forward in the next steps of
NGI11 by building on the foundation that paved the way for America’s first 911 call to take
place in Haleyville, AL, in 1968. Leah has served on various 91 1-related working groups,
coalitions, and advisory boards, such as the FCC’s Ending 9-1-1 Fee Diversion Now Strike
Force. Prior to joining the Alabama 911 Board, Ms. Missildine served as Administrator for the
City of Auburn Public Safety Communications Division after promoting through the various
positions in the 911 center during her 15-year tenure. She received a Bachelor’s degree in
Criminal Justice and a Master’s degree in Public Administration from Auburn University. She is
certified as an Emergency Number Professional. She and her husband, Matt, have one son,
James.

Adam Wasserman

Adam Wasserman is the Washington State Enhanced 911 Coordinator. In this position he is
responsible for coordinating and facilitating the implementation and operation of 911 emergency
communications throughout the state. Washington State is rapidly moving forward to NG911
and recently transitioned to a new Emergency Services IP Network (ESInet) that will enable
statewide NG911 capability. Mr. Wasserman currently serves on the Executive Board of the
National Association of State 911 Administrators (NASNA) as Secretary. In addition to his 911
duties, he serves as Disaster Manager in the WA State Emergency Operations Center within the
WA State Emergency Management Division. Prior to his current position, Mr. Wasserman
served over 22 years and retired from the U.S. Coast Guard. He is a permanent cutterman who
served aboard five different cutters and held command of USCGC VASHON (WPB 1308) and
USCGC HARRIET LANE (WMEC 903). He holds a Bachelor of Science in Government from
the United States Coast Guard Academy and a Master’s in Public Policy from the College of
William and Mary.
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Mike Fischel, ENP

Mike Fischel is an executive public safety communications/911 consultant and subject matter
expert experienced in public safety communications operations, IT project management,
planning and policy development, and law enforcement research and analysis. Mr. Fischel is an
independent contractor providing public safety communications consulting services on a part-
time basis since he retired after 15 years as a Vice President and Senior Consultant with L.R.
Kimball. He joined L.R. Kimball after retiring from public service with Fairfax County, VA,
where he served 19 years as the Public Safety Communications Center Director and eight years
as the Fairfax County Police Department’s Director of the Planning and Research Division. The
Fairfax County Public Safety consolidated communications center serves a population of nearly
1.3M in the Washington, D.C., metropolitan area and is the largest PSAP/dispatch center in
Virginia. Mr. Fischel led the County’s police and fire communications consolidation, directed all
emergency communications operational activities for the County, and managed more than
$120M of complex IT projects. He has extensive experience in 911 funding, facilities,
legislative, policy, operational, and technology issues at both the state and local levels. Prior to
his employment in Fairfax County, Mr. Fischel served in public safety policy and analytic
positions with the Governor’s Office in Pennsylvania, the MITRE Corporation. He is a former
U.S. Naval Officer and was awarded a Bronze Star for his combat riverine service in the
Republic of Vietnam.

Barry Ritter, ENP

Barry Ritter has 30 years of experience in public safety having served at the municipal, county
and state level. He began his public safety career as a police officer in Richmond, IN, serving
through the rank of Deputy Chief of Police. During his career in Richmond, he served as the
accreditation manager, developing and writing agency policy and procedures, as well as
commission rules and regulations. After retiring, Mr. Ritter served for five years as the Director
of the Wayne County Emergency Communications Department, a consolidated 911 center. In
that time, the county built a new 911 center, purchased new radios, and migrated to the state’s
trunked 800 system. Barry was instrumental in leading nine Indiana counties to the very first
multi-county ESInet for 911 services in Indiana. In 2010, he was appointed as the executive
director for the Indiana Statewide 911 Board and served in that role until June 2017. As the state
director, Mr. Ritter was instrumental in the modernization of state law which stabilized PSAP
funding and began the migration to dual IP-enabled networks for 911 services in all 92 counties.
He is recognized as a subject matter expert and has had the opportunity to work with officials in
adjoining states and federal agencies and has testified before congressional committees. In 2017
he was presented the “Sagamore of the Wabash” by Governor Holcomb for his service to the
citizens of Indiana in public safety/911.
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South Dakota Strengths

The assessment team identified these areas of strength in the South Dakota 911 Program. They
are detailed further in the body of this report.

» Significant progress towards NG911 with the implementation of the ESInet and common
CPE platform for PSAPs

* An effective PSAP evaluation and compliance program consistent with State
Administrative Rules

* Active engagement by State 911 Coordinator to implement NG911 and the nationwide
911 community

» State 911 Coordinator's forward-leaning engagement and coordination with the
stakeholders at the national, state, and local level to ensure the best program for South
Dakota

* Sustainable funding through 911 fees

*  Well-defined responsibilities of the State 911 Office and State Coordination Board

* Requirements for EMD, including need to recertify

*  Minimum training requirements for all telecommunicators

Priority Areas for Growth

The assessment team identified these areas for growth as having the highest priority. The full list
of recommendations can be found in the body of the report.

* The State should update the State 911 Master Plan

* Based on findings of the assessment, the State should pursue additional staff resources for
the State 911 Office and State 911 Program

* Asthe 911 Program in South Dakota matures, the State should continue to pursue
extending all NG911 capabilities to all tribal and nontraditional PSAPs

* Performance and operational requirements should be reviewed and updated to reflect
current 911 guidelines and standards

* Administrative Rules and the Compliance Checklist needs to be continually updated as a
tool for monitoring PSAP services, operations and performance

* The State should develop a State Quality Assurance Plan in accordance with
APCO/NENA ANSI standards

* An approach to public education should be included in the State 911 Master Plan

* A statewide risk assessment should periodically be conducted to identify where PSAPs
and the NG911 provider do not meet physical and/or cyber security standards

* Clear demarcation points should be identified for responsibility of security and system
response
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Considerations for the Next 3-5 Years

«  More training consistent with a statewide Education/Training program above and beyond
the telecommunicator certification requirement, whether required through statute,
administrative rule or on a voluntary basis.

* A statewide Public Education Program

* A statewide QA/QC Program developed in concert with stakeholders

+ Statewide ESlInet to include tribal, Dol and DoD PSAPs

* Up-to-date cybersecurity

* Regional/statewide CAD

* Sustainable and adequate funding — surcharge fees and other sources

* Seamless 911 across borders with 6 surrounding states

* Additional staff in State 911 Office sufficient to manage/administer the above
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STATUTORY AND REGULATORY ENVIRONMENT

The statutory and regulatory environment outlines the items that a state should have codified to
enhance 911 system performance. This does not have to be within the 911 statutes but can be
from another area of statute. For example, privacy issues may be in a right-to-know statute.
Examining these against a state’s current statutory and regulatory environment will enhance the
service provided to the residents of and visitors to the state.

This category has 27 guidelines.

The remainder of this page intentionally left blank.

16 State of South Dakota



STATE B

ASSESSMENT
PROGRAM

Guideline SR1: The statutory environment provides for comprehensive statewide 911 coordination.

Guidance

Statewide coordination should include all 911 stakeholders, all 911 accessible services (e.g., wireline, wireless,
Voice over Internet Protocol [VoIP] and emerging technologies), and governmental and non-governmental
entities. Comprehensive coordination includes statewide planning, funding support, stakeholder involvement,
uniform statewide adherence to established technical and operational standards, influencing policy creation to
the benefit of the stakeholders, public education, training, enforcement, rulemaking, procurement authority,
grant writing assistance, grant management, dispute resolution, and program evaluation.

Guideline Cross-Reference(s) GV1, GV2, GV3, GV4, GV5, GV6, GV7
Minimum Criteria Advanced Criteria Superior Criteria
Statute(s) provides for the roles and | Statute(s) provides authority for Statute(s) provides authority and
responsibilities of statewide 911 statewide planning, with a sustainable funding.
coordination. mechanism for input from
stakeholders statewide.

Rationale

Statewide 911 coordination helps improve uniform quality service across the State. Lack of comprehensive
coordination can increase costs and decrease desirable outcomes.

Current Environment

The 911 Program in South Dakota is governed by South Dakota Codified Law 34-45 (Emergency Reporting
System). Outlined in these statutes is the funding mechanism, including collection and distribution of per line
surcharge fees and the prepaid wireless surcharge.

Also included in this section is the establishment of the 911 Coordination Board, representatives, duties, and
promulgation of rules regarding operational standards, coordination of service and expenditures. (See specifically
SDCL §§ 34-45-18.1 and 34-45-20.)

Establishment of the Law Enforcement Officers Standards Commission, promulgation of rules regarding training
and certification by Commission, and creation of the 911 telecommunicator training fund are all found in SDCL
34-45.

Administrative rules (ARSD 50:02) also include surcharge remittance information, rural addressing, and PSAP
operational, technical, and financial standards of operation.

Reference Material

SDCL 34-45 Emergency Reporting System
ARSD 50:02:02 South Dakota 9-1-1 Coordination Fund (remittance information)
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ARSD 50:02:04 Public Safety Answering Points |

Assessor Rating ‘

Meets Superior Criteria ‘

Assessor Recommendations ‘

The Coordinator needs to be provided adequate staffing to support all aspects of the State’s role and functions
based on plan(s) approved by the Board/Commission/Legislature.

Assessor Notes/Comments ‘

The statutory environment in South Dakota establishes the framework for a successful statewide 911 program.
Either by statute or administrative rule, the program is responsible for coordinating services at the state and local
level.

The responsibility of comprehensive coordination of statewide planning, funding, support, stakeholder
involvement, uniform statewide adherence to established technical and operational standards, policy creation,
public education, training, enforcement, rulemaking, procurement authority, grant writing and management,
dispute resolution, and program evaluation are more than one staff member can effectively administer. The State
911 Coordinator needs support to accomplish authority assigned either internally (addition of staff) or by support
of other state/sub-state dept/office to effectively maintain and advance the statewide program.
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Guideline SR2: The state has a designated state 911 coordinator.

Guidance |

The comprehensive authority of the State Coordinator includes review and enforcement of 911 regulations and
laws. Having a designated Coordinator for the 911 system is imperative with the migration to NG911 on the
horizon. If this function is not the responsibility of a state agency, the state should designate a responsible party,
which could ultimately be the state 911 Coordinator. Whether a person or an entity, the 911 Coordinator needs to
be a recognized authority. Effectively and efficiently performing the requirements of this role requires authority
and staff. The 911 Coordinator operates and acts as a facilitator for the 911 system across the state. “System,” in
this case, refers to the 911 function as a whole and/or the technology, depending on how the responsibilities are
defined. A state 911 Coordinator ensures that statewide coordination is accomplished.

Guideline Cross-Reference GV2,GV4 |
Minimum Criteria Advanced Criteria Superior Criteria |
The state has an appointed 911 The appointed 911 Coordinator’s The appointed 911 Coordinator has
Coordinator. role and responsibilities are comprehensive authority and
defined and mandated by law. adequate staffing to support all
aspects of the state's role and
functions.
Rationale
Having a designated State 911 Coordinator allows for focused direction of the State 911 system as well as
communication, planning and execution of 911 goals.

Current Environment

State 911 coordination falls under the Department of Public Safety in South Dakota. The State 911 Coordinator
has been the only FTE until a NG911 Project Manager position was approved in 2017. That position was filled
for approximately 15 months until the Coordinator position was vacated, after which the responsibilities for both
positions have been fulfilled by one person. The Coordinator assists with the Board and the coordination of the
statewide 911 system.

Reference Material

SDCL 34-45-19 Department of Public Safety — Coordinator
SDCL 34-45-20 Board Duties
State 9-1-1 Master Plan

Assessor Rating

Meets Advanced Criteria

Assessor Recommendations

based on plan(s) approved by the Board/Commission/Legislature.

The Coordinator needs to be provided adequate staffing to support all aspects of the State's role and functions ‘
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Consider additional staff as a goal in the updated Plan to adequately meet the statutory requirements of the Board
and Coordinator in the following program areas:

*Quality Assurance
*Compliance Reviews
*Performance Standards
*Financial Audits

*Training

Assessor Notes/Comments

South Dakota has successfully deployed a statewide NG911 system for 28 PSAPs. As the program matures and
additional services/programs are required to advance the state program, additional staff members will need to be
added to the program. A successful statewide program requires appropriate resources.

The responsibility and authority assigned to the Coordinator simply cannot be accomplished by one person,
especially in an NG911 environment.
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Guideline SR3: The statutory environment defines jurisdictional entities and their roles and

responsibilities.

Guidance

agreements that are established between jurisdictions. There should also be a mechanism in place to ensure
roles and responsibilities are fulfilled. “Mechanisms” can include auditing, funding or penalties.

Jurisdictional roles and responsibilities should be set forth in a statewide 911 plan and in any governance ‘

Guideline Cross-Reference(s) Not Applicable

Minimum Criteria Advanced Criteria Superior Criteria
Statute(s) defines jurisdictional Statute(s) mandates jurisdictional The state has a mechanism to ensure
entities and their roles and roles and responsibilities. roles and responsibilities are
responsibilities. fulfilled.
Rationale |

Defining jurisdictional roles and responsibilities enables state and local stakeholders to understand what is
expected of them in terms of their mutual obligations to one another in the delivery of 911 service to the public.

Current Environment

South Dakota statute provides both for the role of the 911 Coordination Board and its employee, and for the role
of local governmental entities in the provision of 911 services. Intergovernmental agreements are also allowed.
The State Plan reflects this dual-natured approach.

Specific to 911, SDCL 34-45-3 authorizes the incurring of expenses and joint agreements among governing
bodies. The definition of governing bodies is found in 34-45-1 (4). Other statutory sections provide more
information on political subdivisions within SD.

These entities are authorized to enter into contracts for 911 services per 34-45-11.

Reference Material

SDCL 34-45-1 (4) Definitions

SDCL 34-45-3 Costs for installation, maintenance, or operation — joint agreements among governing bodies
SDCL 34-45-11 Contracts for administration of 911 service

SDCL 34-45-18.1 Board Representatives

SDCL 34-45-20 Board Duties

Assessor Rating

Meets Superior Criteria

Assessor Recommendations

None

Assessor Notes/Comments
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Guideline SR3 merits a superior rating in that the statute and rules go so far as to define grievance processes for
non-compliant PSAPs seeking funding, criminal penalties for criminal acts (handled through criminal justice
system), etc.
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Guideline SR4: The statutory environment provides for dedicated and sustainable 911 funding.

Guidance |

The funding mechanism should be technology-neutral, allow for capital and operational expenditures, and
address capital replacement needs. Surcharge money dedicated to 911 should only be used for 911 purposes.
Review may look at the dedicated revenue in relation to the uses established by the state. The statute protects and
has a mechanism for adjustment of revenue stream as conditions change. There should be an annual audit
conducted by the state with all service providers to ensure they are receiving all the revenues to which they are
entitled; service providers need to be made to "certify" their subscribers.

Funding is needed to sustain service.

Guideline Cross-Reference(s) SRS |
Minimum Criteria Advanced Criteria Superior Criteria |
Funding sources are identified. Legislation stipulates that all funds | Sustainable funding is ensured by
collected for 911 purposes must be | state statute.
used only for 911.
Rationale |

Current Environment |

Funding for South Dakota is broken down into two separate types in SDCL 34-45.

Wireline/Wireless — A monthly surcharge of $1.25 is assessed per line.

The Department of Revenue (DOR) collects the surcharge and transfers to the Department of Public Safety
(DPS). DPS disburses 70% of the revenue back to the county/municipality where it was collected. Sixty-three out
of the 66 counties in the state remit surcharges and therefore receive a disbursement.

The remaining 30% of the $1.25 surcharge is deposited into the public safety 911 emergency fund. Of that 30%,
26% goes to eligible incentive PSAPs (defined in SDCL 34-45-8.5) and 74% goes to the 911 Coordination Fund.

Prepaid Wireless — A surcharge of 2% is imposed on the sale of prepaid wireless service, which is collected at
the point of sale. This surcharge is remitted to DOR by the retailers, then transferred to DPS. The revenue
collected from the 2% prepaid surcharge is deposited into the 911 Coordination Fund and expended for the
operational expenses of the NG911 system.

As stated in SDCL 34-35-4, the proceeds of the 911 emergency surcharge shall be used to pay for allowable
nonrecurring and recurring costs of the 11 system.

The current statute doesn’t have any sunset clauses and is a permanent surcharge. In the event of changing
conditions, there would need to be a legislative process approved to revise the statute related to the amount of
surcharge collected.
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DOR has the authority to audit service providers to ensure all surcharge fees collected are reported and paid, but
there is nothing related to an audit of all subscribers. SDCL 10-59 governs audits. SDCL 34-45-5 speaks to the
collection of the surcharge, however if the service provider is unable to collect the surcharge from the service
user, the provider is not liable for payment of the surcharge as stated in SDCL 34-45-7.

Reference Material

SDCL 34-45-4 Monthly uniform emergency surcharge

SDCL 34-45-4.2 Prepaid wireless 9-1-1 emergency surcharge

SDCL 34-45-5 Billing and collection of surcharge

SDCL 34-45-7 Liability for collection and payment of service user line surcharges
SDCL 10-59 Uniform Administration of Certain State Taxes

Assessor Rating |

Meets Superior Criteria |

Assessor Recommendations |

Sustainable funding is ensured by state statute. As the state matures in its NG911 implementation, it should
consider regularly reviewing the funding level set in statute and/or adjust for changes in the rate of growth in the
Consumer Price Index for Urban Consumers (CPI-U) or similar for sustaining the 911 services the state
coordinates.

Assessor Notes/Comments

Consideration needs to be given to the nomenclature of what the funds are called and how they may be used
depending on the outcome of Ending 911 Fee Diversion Now Strike Force (911 Strike Force).

Current fee is sustainable but may not be adequate over the long term. This should be reviewed regularly.
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Guideline SRS: The statutory environment prohibits the use of 911 funds for purposes other than those

defined in the state’s 911 statute.

Guidance

The funding mechanism should be protected from diversion of 911 funds. 911 funding is often used for
purposes not related to 911, such as to cover a budget shortfall or large capital purchases. Adherence to the
guideline is reported annually under requirements of the NET 911 Improvement Act. One purpose of the Act
is to publicly report whether or not funds collected on telecommunications bills for enhancing 911 are used
only for the purposes for which the funds are being collected.

Guideline Cross-Reference(s) Not Applicable
Minimum Criteria Advanced Criteria Superior Criteria
defined eligible use of funds. use of funds. eligible use of funds.
There can be no diversion of
911 funds.
Rationale

The state has specifically State statute mandates the eligible The state audits and enforces the ‘

911 funds should only be used for the provisioning of 911 services and for eligible 911 expenditures.

Current Environment |

As authorized by statute, ARSD 50:02:04:08 through 50:02:04-12 defines allowable recurring and nonrecurring
costs as those directly related to the installation, maintenance and operation of a PSAP. Examples of recurring
and nonrecurring costs are also cited in these admin rules, as authorized by SDCL 34-45-18.2.

County/Municipality 911 Fund financial reports are submitted annually by March 31 of every year as stated in
ARSD 50:02:04:07. Expenditures are reviewed to ensure they are all allowable use of surcharge funds.
Compliance reviews are also performed at all PSAPs receiving distribution funds as indicated in ARSD
50:02:04:13. Any PSAPs found not in compliance may be subject to withholding of surcharge funds.

Reference Material

SDCL 34-45-18.2 Promulgation of rules regarding operational standards, coordination of service, and
expenditures

ARSD 50:02:04 Public Safety Answering Points — Standards

FY20 PSAP Admin Rule Compliance Report

Appendix A-1: Sample Compliance Review Form

Appendix A-2: Sample Annual 9-1-1 Fund Report

Assessor Rating

Meets Superior Criteria

Assessor Recommendations

No additional recommendation as the state audits and enforces the eligible use of funds.
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Assessor Notes/Comments |

As authorized by statute, ARSD 50:02:04:08 defines allowable recurring and nonrecurring costs as those directly
related to the installation, maintenance and operation of a PSAP.

Local government units are required to submit annual financial reports and the expenditures are reviewed to
ensure funds are used for allowable expenditures. PSAPs found not in compliance are required to reimburse the
Fund or may be penalized.
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Guideline SR6: The statutory environment authorizes the operation of a 911 system.

Guidance |

A 911 system must have the authority to operate within the state. There need to be organizations within the state
responsible for the planning, implementation, operation, and maintenance of 911 services. It is important to note
that authorization could exist in non-911 sections of statute.

Guideline Cross-Reference(s) Not Applicable |
Minimum Criteria Advanced Criteria Superior Criteria |

Binary |
Rationale |
|

A statute for the operation of a 911 system is necessary.

Current Environment |

The Board has authorized prior release of RFPs and has approved contracts for upgrades to the 911 emergency
service system, as per the authority stated in 34-45-12. Local entities are also authorized to procure services under
SDCL 34-45-11.

Reference Material |

South Dakota State 9-1-1 Master Plan

SDCL 34-45-11 Contracts for administration of 911 service

SDCL 34-45-12 9-1-1 Coordination Fund — Distributions, Coordination, and Implementation
SDCL 34-45-20 Board Duties

Assessor Rating |

Meets Minimum Criteria |

Assessor Recommendations |

An updated 911 Master Plan should contemplate what is needed to operate a 911 system as it matures in the
NGI11 environment.

Assessor Notes/Comments |

South Dakota meets the standard. Established by statute, the Board has this authority to operate the 911 system in
South Dakota. The Board has rulemaking authority to ensure the statewide system(s) meet required operational
and technical standards.
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Guideline SR7: The statutory environment provides for interlocal cooperation.

Guidance |

Interlocal cooperation can be less formal or more formal using a legally binding agreement such as a
Memorandum of Understanding (MOU). The substance of the agreements is not being evaluated, just the ability
to enter into them.

Guideline Cross-Reference(s) GVe6, GV7 |
Minimum Criteria Advanced Criteria Superior Criteria |

Interlocal agreements are allowed Interlocal agreements exist. The capability to share costs and

by statute. resources exists.

Rationale |

Interlocal cooperation has many advantages, including cost and resource sharing. Interlocal agreements are one
avenue to accomplish this and provide a degree of protection for the involved parties.

Current Environment

SDCL 34-45-3 authorizes 911 contracts and joint contracts for local entities.

Joint Powers agreements are authorized in SDCL ch 1-24. Mutual Aid statutorily exists in SDCL ch 34-48.
With the implementation of the NG911 system, agreements were created and signed by PSAPs for
policy/alternate call routing for backup call answering service. A system user agreement was signed by all
PSAPs prior to providing the statewide call handling equipment and emergency services IP network.

Reference Material

SDCL 34-45-3 Costs for installation, maintenance, or operation — joint agreements among governing bodies
SDCL 1-24 Joint Exercise of Governmental Powers

SDCL 34-48 Assistance Among Public Agencies and Emergency Management

Appendix A-3: Sample Policy Routing Agreement

Appendix A-4: Sample NG9-1-1 System User Agreement

Assessor Rating

Meets Superior Criteria

Assessor Recommendations

None

Assessor Notes/Comments

Shared responsibilities, costs, and operations are permissible by statute. Specifically, state statute authorizes Joint
Powers Agreements and Mutual Aid Agreements for state and local jurisdictions to share costs and services. The
State Program used the agreements to create dynamic routing policies for the 28 PSAPs and as part of the hosted
CPE program.
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Guideline SR8: The statutory environment enables and allows public and private cooperation in providing

911 services required by statute.

Guidance

Protocol networks (ESInets), joint service arrangements, and public and private partnerships. Examples may
include consortia of regional operations, state planning, public groups organized by an entity, and the ability of
those governments to collaborate. Funding may also be available.

Guideline Cross-Reference(s) GV3, GVS5, GV6

Collaborative activities can include inter- and intra-state consortiums supporting Emergency Service Internet ‘

Minimum Criteria Advanced Criteria Superior Criteria

Statute(s) enable(s) joint
service arrangements
and/or other collaborative
activities.

Statute(s) provide(s) full support
for joint service arrangements
and/or collaborative activities.

The state has implemented
joint service arrangements
and/or collaborative
activities.

Rationale

Quality of service and efficiency improve through access to resources and cooperation/collaboration with other
states, federal agencies, tribal, international and private entities. As NG911 moves into the forefront, the ability
for public and private entities to work together to achieve a common goal will be increasingly important.
Working cooperatively is cost effective and efficient for the deployment of 911 service. States are able to
leverage industry expertise.

Current Environment

South Dakota has signed a Joint Powers Agreement with North Dakota for ESInet to ESInet call transfers among
bordering PSAPs. South Dakota is part of the Interstate Playbook group working with North Dakota, Minnesota
and lowa. Plans to have similar agreements and arrangements with other bordering states are desired but not yet
started or implemented. The Board also has designated seats for industry representatives.

Reference Material

ND/SD Interconnection JPA available for review upon request.
SDCL 1-24 Joint Exercise of Governmental Powers
https://www.911.eov/pdf/National 911 Program NG911 Interstate Playbook 2016.pdf

Assessor Rating

Meets Superior Criteria

Assessor Recommendations

South Dakota is encouraged to expedite the Joint Powers Agreements with the states sharing borders as well as
any other states to ensure interconnection of NG911 capabilities and functionality nationwide.

Assessor Notes/Comments
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South Dakota is a participant in the NG911 Interstate Playbook working with North Dakota, Minnesota and lowa.
A Joint Powers Agreement has been signed with North Dakota for call transfers. South Dakota’s ESInet services
one PSAP in North Dakota. They also have agreements with private companies to supply services, i.e., Lumen
and GeoComm.
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Guideline SR9: The statutory environment provides contractual authority to procure and/or operate

statewide 911 components.

Guidance

This guideline refers to contractual authority and the ability to effectively use public funds. It is important to note
that authorization could exist in non-911 sections of statute, which could also authorize non-traditional 911
service providers to operate statewide 911 components. State-level coordination should exist. Components of the
911 system are also included in this guideline.

The state’s role is expected to increase in an interconnected NG911 environment. The need for accuracy and
system functionality will drive this increased role, as well as the need to minimize duplication of efforts and to
ensure efficient use of public funds. Planning is a key element whether operating a statewide 911 system or
addressing system components including but not limited to GIS.

With NG911 there will be a more pronounced role for the state in procuring and operating components of a
statewide system.

Guideline Cross-Reference(s) Not Applicable |

Minimum Criteria Advanced Criteria Superior Criteria |
Binary |
Rationale |

Current Environment |

The 911 Coordination Board has the authority in statute to coordinate and implement upgrades to the 911
emergency service system of all PSAPs. Contracts are in place for statewide Hosted, Managed Emergency Call
Handling, and Emergency Services IP Network and GIS.

Reference Material |

SDCL 34-45-12 9-1-1 Coordination Fund — Distributions, Coordination and Implementation
SDCL 34-45-20 Board Duties
Contracts can be found on OpenSD at https://open.sd.gov/contracts.aspx; PDF contract links below

CenturyLink NG9-1-1 Contract (https://open.sd.gov/contracts.aspx)
GeoComm GIS Contract

Assessor Rating

Meets Minimum Criteria

Assessor Recommendations

While South Dakota has the statutory authority for coordination, services, and spending of public funds to procure
and operate components of a statewide system, an updated 911 Master Plan will need to include how said services
are to be sustained in a sufficient manner to the locals.

Assessor Notes/Comments |
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If a state’s role is expected to increase in an interconnected NG911 environment, then the Board will need to
consider the current and future job duties of the Coordinator and how best to assign adequate staffing and funding
as the program grows into those roles and fulfills those additional duties.
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Guideline SR10: The state fosters an open and competitive procurement of 911 services.

Guidance |

Some aspects of 911 service are regulated. This applies when services are not required. Examples include
bundling versus unbundling, contract versus tariff, and certification requirements. There should be clear evidence
that the state uses a competitive procurement process to procure system elements.

Restrictive practices and other rules limit the procurement process, leading to extra costs and limited choices.
Competitive services allow states to strive to attain the best value.

Guideline Cross-Reference(s) Not Applicable |

Minimum Criteria Advanced Criteria Superior Criteria |
Binary |
Rationale |

Current Environment |

The Department of Public Safety on behalf of the Board follows state procurement practices as required by the
Bureau of Administration, Office of Procurement Management as defined in SDCL 5-18A. Other information,
including the Central Bid Exchange, can be found on the BOA website link included below.

Reference Material |

SDCL 5-18A Public Agency Procurement — General Provisions
BOA Office of Procurement Management Website

RFPs available upon request.

Assessor Rating

Meets Minimum Criteria

Assessor Recommendations

No Recommendation

Assessor Notes/Comments

South Dakota’s Department of Public Safety adheres to state procurement requirements in state statute.
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Guidance

Statutory provisions should be technology-neutral and extend to emergency responders. It is important to be
aware that liability protection is not only found in statutes but is frequently included in telephone company tariffs.

NENA’s Next Generation 911 Transition Policy Handbook has a section on liability that could be of assistance to
states. The handbook speaks to the impact of federal liability protection and how it affects states. The policy
handbook details what states should explicitly cover while providing generalized federal information.

Guideline Cross-Reference(s)

Not Applicable

Minimum Criteria

Advanced Criteria

Superior Criteria |

Statute includes full liability
protection for 911 personnel and
originating service and system

Statute includes current
technologies and situational
protection.

Statute includes emerging
technologies.

component providers from the
point of call to dispatch.

Rationale

Individuals, PSAPs, and companies need liability protection to perform their services. Liability protection is
essential for those performing and providing 911 services and should be as inclusive as possible.

Current Environment

Statutory immunity is in place for 911 services.

Telecommunicators and PSAPs are also protected by training, documented procedures, and protocol more than by
current statute. Telecommunicators are required to obtain their certification by the State Law Enforcement
Training Center within one year of hire in addition to locally developed new hire training programs.

Reference Material

SDCL 34-45-17 Immunity from liability
NENA, Next Generation 9-1-1 Transition Policy Handbook, June 2011
SDCL 34-45-24 Training required for employment

Assessor Rating

Meets Minimum Criteria

Assessor Recommendations

Protection is provided in part (i.e., to the system itself and 911 telecommunicators) and should extend to all
current and future parts of the 911 service as South Dakota accomplishes its NG911 goals and objectives.

Assessor Notes/Comments

None
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Guideline SR12: The statutory environment fosters the adoption of technical and operational consensus

standards for the statewide system.

Guidance

There is no standardized network in the current 911 environment although some system components are
regarded as standard. Standardization will become increasingly more important to enable the seamless
interconnectivity between local, regional, and state 911 systems that will be required for NG911. The same level
of service should be provided in rural areas as in metropolitan areas. The state should have criteria on how 911
should be delivered. It is not necessary for the statute to establish the standards or mandate the adoption of
specific standards as technology and operations are ever evolving; however, states should have the ability to
adopt and promote the use of such standards. This guideline references interoperability and consistency of
service throughout the state.

Guideline Cross- ST1, ST2, ST3, ST4, ST5, ST6
Reference(s)
Minimum Criteria Advanced Criteria Superior Criteria |
The rulemaking authority The state has adopted and The state oversees and enforces
exists to establish standards. | maintains current comprehensive current standards and has a
standards. mechanism for periodic review.
Rationale |

The public expects to receive a uniform service level that meets minimum requirements necessary to process a
911 call. Consensus standards also foster interoperability.

Current Environment

The Board has the authority to promulgate rules pertaining to operational standards and coordination of service as
found in SDCL 34-45-18.2. The current operational standards are found in ARSD 50:02:04. Compliance reviews
conducted every three years also ensure minimum standards are being met for those 28 PSAPs operating on the
state system. Per SDCL 34-35-8.6, PSAP funding is dependent on being compliant with the standards
promulgated by the Board. And the Board has a standing Operations Subcommittee within its Bylaws.

As a practical matter, provision of statewide hosted call handling equipment and ESInet for the state’s 28 PSAPs
allows for a uniform, consistent standard for call handling and processing.

There are a total of 33 PSAPs in South Dakota, five of which are Tribal, DoD and Dol. At this time, though all
PSAPs in South Dakota are welcome to join, only the 28 state PSAPs are operating on the state system.

Reference Material

SDCL 34-45-18.2 Promulgation of rules regarding operational standards, coordination of service, and
expenditures

SDCL 34-45-8.6 Distribution of revenue to compliant public agencies
ARSD 50:02:04 Public safety answering points — standards

Assessor Rating
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Meets Superior Criteria |

Assessor Recommendations |

It is recommended that South Dakota consider adding staff with subject matter expertise to be responsible for
compliance audits, increase the frequency of reviews, and expand the program as additional NG911 elements are
added to ensure a uniform service level statewide. Review of performance should also be included in the periodic
audit.

Assessor Notes/Comments

South Dakota has the authority to oversee and enforce operational standards for users of the ESInet and call
handling equipment. The compliance reviews are conducted every three years to ensure PSAPs are operating in
accordance with the standard. The compliance reviews are conducted by the Program Coordinator in addition to
all other duties assigned.

A Program Coordinator with combined duties for QA/QC, Training, and Public Education may work very well as
a complement to the Coordinator.
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Guideline SR13: A mechanism is in place for periodic reviews of statutes and regulations.

Guidance

At a minimum there needs to be a process for reviewing existing legislation and determining what, if any,
barriers are in place for emerging technologies or other aspects of the 911 system. Regardless of the process or
group, individuals involved need to be knowledgeable in relevant technological fields and/or 911 as a whole. The
processes need to be open to stakeholder input and review. NENA’s Next Generation Partner Program (NGPP)
has developed a handbook designed to help stakeholders review their state statutes and rules to identify potential

barriers to NG911.

Guideline Cross-Reference(s)

Not Applicable

Minimum Criteria

Advanced Criteria

Superior Criteria

The ability and documented
process exist for reviewing and
recommending legislation.

A formally appointed group or
documented process exists to
review and recommend
legislation.

The formally appointed group or
process receives input from
stakeholders, and meets and drafts
legislation when appropriate.

Rationale

Statutory rules may impede technological advances. A process to determine and develop options should be in
place.

Current Environment

separate process for legislation. The Board has successfully brought multiple pieces of 911 legislation.
Stakeholder input is welcome and facilitated through the composition of the Board, Board member and staff
outreach efforts, and the lobbying and legislative process. The Board has periodically appointed working
subcommittees for both legislation and administrative rules.

Reference Material

The Board is able to propose legislation and participate in the legislative process through DPS. The Board has no |

Assessor Rating

Meets Advanced Criteria

Assessor Recommendations

Consider reviewing and recommending legislation on a regular basis.

The Board membership represents stakeholders from both the public and private sectors of 911 service. This
structure provides an opportunity for anyone to propose legislative changes for NG911 services and has been
successful.

Assessor Notes/Comments |
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Guideline SR14: The statutory environment provides for stakeholder involvement.

Guidance

Stakeholders should be identified to include state, local, and tribal officials representing varying jurisdictions,
the public safety community, and the service provider community. There should be interaction among state
agencies. “Balanced” means that stakeholders are adequately and proportionally represented.

Guideline Cross-Reference(s) GV3, GV4, GV5
Minimum Criteria Advanced Criteria Superior Criteria
The statutory environment allows The statutory environment requires | The state has fully implemented
for balanced stakeholder balanced stakeholder involvement. | balanced stakeholder involvement.
involvement.
Rationale |

Stakeholder involvement helps to ensure the coordination of the 911 system statewide. Stakeholder involvement
also leads to buy-in and increased cooperation. Stakeholder input removes barriers and brings expertise to the
process.

Current Environment

The Board is composed of a wide variety of individuals representing their various entities. The makeup of the
Board is indicated in SDCL 34-45-18.1. The Board meets at a minimum on a quarterly basis. All meetings are
open to the public, either via a public location or via virtual meeting or conference call, and all meetings have an
agenda item allowing for public comment. Agendas, minutes, and other reports are posted on the State’s Boards
and Commissions website.

Reference Material

SDCL 34-45-18.1 Board representatives
Boards and Commissions Website - 9-1-1 Coordination Board

Assessor Rating |

Meets Advanced Criteria |

Assessor Recommendations |

To further balance stakeholder involvement, it is recommended to involve PSAP directors from across the state
with areas of varying populations. This could also be accomplished by requiring the NENA/APCO Board seats be
filled by PSAP representatives. Consider adding representation from Fire/EMS as well.

Assessor Notes/Comments

The Board members represent a wide variety of state and local officials, as well as public and private entities
representing a wide variety of stakeholders in 911 service. The State Coordinator is an employee of the
Department of Public Safety within the state government.
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Guideline SR15: Service providers that deliver and/or enable telecommunications services to the public are

involved in the 911 system.

Guidance

The intent is for the state to develop parameters for providers, including network/access providers and customer
providers for wireline, wireless, and Voice over Internet Protocol (VoIP). Broadband providers are included as
the NG911 environment will be IP-based.

The statutory/regulatory environment should require all service providers in a respective state that provide service
to general users of telecommunications services to coordinate and cooperate with the state in the provision of 911
service. There should be a registration process that includes originating service providers and access providers.

The state needs to understand various service providers and the capabilities of those providers to help integrate
these services into the 911 system, and to educate the public on the capabilities of these services.

Guideline Cross-Reference(s) GV3, GV4 |
Minimum Criteria Advanced Criteria Superior Criteria |
The state maintains contact The state maintains regular and The state statutory or regulatory
information for all user service routine communication with user environment requires service
providers. service providers. providers to be actively involved in
the 911 system through registration
or participation at the state level.
Rationale
The 911 system is designed to take information from general users and get that information to the correct entity.
This is best accomplished in an environment that involves cooperation and communication between all parties.

Current Environment

Per SDCL 34-45-18.1, there are two service providers represented on the Board. State chapters of APCO and
NENA are also represented on the Board. The PUC and DOR each have a database of OSPs, providers, and
telecommunications companies required to pay business taxes and/or remit 911 surcharge collections; however,
these are not all inclusive.

Reference Material

SDCL 34-45-18.1 Board representatives
SD PUC Website South Dakota Public Utilities Commission website

SD DOR Website South Dakota Department of Revenue webpage for 9-1-1 Emergency Surcharge and Prepaid
Wireless Tax laws, regulations, online payment portal

Assessor Rating |

Meets Superior Criteria |
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Assessor Recommendations

None

Assessor Notes/Comments

South Dakota statute establishes the Board and its membership which includes two service providers. The statute
does not require the service providers to be representative of wireline, VOiP or wireless industries. Service
provider registration through PUC and DOR provides information links to 911 services at the Board.
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Guideline SR16: The statutory environment provides for a comprehensive quality assurance (QA)

program for the 911 system.

Guidance

QA is not meant to be punitive, but rather provides a constructive critique of work processes. This guideline is
intended to measure the effectiveness of the 911 system. This QA program applies to originating service
providers and 911 system service providers. The 911 system service provider includes both hosted and non-
hosted solutions. The QA program for a 911 system should include all components of the call from call
origination through dispatch support systems, regardless of provisioning. QA should look at the level of customer
service, network functions and services, records management, and service level agreements (SLAs). The
environment should provide for comprehensive quality assurance requirements for the originating service
providers and 911 system service providers.

SR17 references QA for call handling.

Guideline Cross-Reference(s) EV1 |

Minimum Criteria Advanced Criteria Superior Criteria |

The statutory environment requires | The state audits the 911 system QA | The state audits the QA program
a QA program for the 911 system. program. against minimum standards.
Staffing and funding for the QA
program are provided.

Rationale

Having a QA program ensures that all entities that touch the system meet their obligations and provide
consistent service. The QA program can identify if the system is working as intended and can identify issues
before they become more serious.

Current Environment

Some QA efforts regarding operations are included in statute and rule and are enforced through compliance
reviews. Funding is dependent on successfully reaching and maintaining compliance with those standards.

The statewide NG911 contract (ESInet/CPE) does have SLAs in place. Our NG911 service provider also has
SLAs in place with third party vendors who provide connectivity to the network or equipment utilized in the
network.

Reference Material

NG9-1-1 contract available upon request.
SDCL 34-45-8.6 Distribution of revenue to compliant public agencies
ARSD 50:02:04 Public Safety Answering Points

Assessor Rating |

Meets Minimum Criteria |

Assessor Recommendations |
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Statute does allow for a QA for portions of the 911 system. Additional resources would be necessary for a
comprehensive statewide QA program to monitor all of the technical, operational, fiscal, contractual, etc.
components of the 911 system. Additional resources may come in the form of staff, reporting or monitoring
platforms, consultants with subject matter or technical expertise, etc.

Assessor Notes/Comments
Need more staff to do this well, or they must be heavily reliant on the PSAPs self-reporting their QA/QC findings
or efforts.
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Guideline SR17: The statutory environment provides comprehensive quality assurance (QA) for call

handling.

Guidance

recognized and accepted consensus standards. For example, call handling could include a call answering
standard of 90 percent of all 911 calls within 10 seconds during the busy hour of the day, call overload, call
overflow, and abandoned calls. This guideline is not limited to call answering, but encompasses the entire call
handling process, which can include customer feedback.

Guideline Cross-Reference(s) EV2

Regardless of the aspects of the process subjected to QA, the QA program should meet or exceed nationally |

Minimum Criteria Advanced Criteria Superior Criteria

The statutory environment requires | The QA program for call handling | The QA program is audited

a QA program for call handling. is audited. against minimum standards.
Staffing and funding for the
QA program are provided.
Rationale

QA can provide for improvements to the 911 process. Providing QA can aid in the provision of consistent
customer service statewide and can limit liability. The QA process can identify issues before they become more
serious.

Current Environment

There is no current procedure in place to monitor this type of quality assurance, however reporting is available by
PSAP at the state level, accessible by the State 911 Coordinator. Due to staffing limitations, the current
Coordinator does not provide any QA monitoring or analysis in this particular area. Reporting is available to the
individual PSAP supervisors who may have some sort of QA process in place, however this would not be
consistent among PSAPs.

Reference Material

N/A |

Assessor Rating

Meets Minimum Criteria

Assessor Recommendations

Statute does allow for a QA program for portions of the 911 system. Additional resources would be necessary for
a comprehensive statewide QA program to monitor all of the technical, operational, fiscal, contractual, etc.,
components of the 911 system. Additional resources may come in the form of staff, reporting platforms, regional
PSAP-level Coordinators, etc.

Assessor Notes/Comments

None |
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Guideline SR18: The statutory environment provides for training.

Guidance |

Some state statutes already address training standards, although only a few statutes detail specifics. Training
standards should be set at the state level and should be consistent with existing industry standards, such as
APCO and others. The state should regularly evaluate the effectiveness and completeness of the program.
Continuing education should also be evaluated. Furthermore, the state should provide adequate and sustainable
funding for training; it is important that it not be an unfunded mandate.

Guideline Cross-Reference(s) HR1, HR7 |
Minimum Criteria Advanced Criteria Superior Criteria |
The statutory environment requires | The statutory environment The statutory environment provides
minimum training standards. provides a funding source(s) for for evaluation and improvement of
mandated training and continuing the training program.
education.
Rationale
Training promotes a consistent service level to be delivered to the public and a consistent level of competency of
911 staff. Training can also decrease liability.

Current Environment

Training and adherence to protocol (EMD, law enforcement, fire) are looked at carefully during the compliance
review process. Annual reports submitted also verify the certification status of current employees for
telecommunicator and EMD certification. State training and certification is provided by the Law Enforcement
Officers Standards Commission. Telecommunicator certification must be obtained within one year of
employment as defined in 34-45-24. A telecommunicator training fund is established as provided by SDCL 23-3-
53. Continuing education is something that needs to be evaluated and addressed with future revision to
statute/administrative rule.

Reference Material

SDCL 34-45-24 Training required for employment

ARSD 50:02:04 Public Safety Answering Points (operational standards/training)
SDCL 23-3-53 Establishment of the law enforcement officers training fund
SDCL 34-45-31 Creation of a 9-1-1 telecommunicator training fund

Appendix A-1: Sample Compliance Review Form

Appendix A-2: Sample Annual 9-1-1 Fund Report

Assessor Rating

Meets Advanced Criteria

Assessor Recommendations

Expand requirements to include minimum training requirements for all telecommunicators, law and fire.

Assessor Notes/Comments
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South Dakota requires that all telecommunicators be trained within the first year of employment. The statue
requires training in EMD, basic fire and law enforcement, as well as NCIC. The statute does not establish
minimum standards for curriculum of law and fire but does require EMD by two approved vendors. Training
funds are allocated for the training.
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Guideline SR19: The statutory environment provides for professional certification and accreditation.

Guidance

may include call takers, dispatchers, and technical staff. The statute should include continuing education and
recertification.

This type of certification or accreditation may be issued by a state agency or a national organization. Personnel ‘

Guideline Cross-Reference(s) HR6
Minimum Criteria Advanced Criteria Superior Criteria

Statute(s) requires a certification Statute(s) requires and enforces an Statute(s) requires an

or accreditation process for evaluation of personnel/PSAPs that | assessment/certification process

personnel/PSAPs that are part of are part of the 911 system. for personnel/PSAPs that are

the 911 system. part of the 911 system. This
process is fully implemented and
demonstrated.

Rationale

Certifications and accreditation illustrate a measure of competence and can decrease liability. Having

certifications and/or accreditation standards foster a consistent service level across the state.

Current Environment

South Dakota required certification through its two-week Basic Telecommunicator training, provided through
Law Enforcement Training, which is meant to supplement locally established training programs. CJIS training is
required before access is given to NCIC/NLETS. Monthly limited access NCIC/NLETS classes are held at the
Law Enforcement Training Center in Pierre. NCIC certification must be obtained within 6 months of hire.

There is no statute, administrative rule, requirement, or specific funding for professional certification and
accreditation; however PSAPs would be able to utilize surcharge funds for any certification or accreditation
expenditures.

Reference Material |

SDCL 34-45-24 Training required for employment |

Assessor Rating

Meets Minimum Criteria

Assessor Recommendations

It is recommended that South Dakota adopt minimum training standards for basic telecommunicator training,
advanced trainings, and continuing education units for all staff to ensure the same level of service is provided
statewide.

Assessor Notes/Comments
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Assessment or certification needs to apply to all parts of the 911 system, not just personnel or the PSAP. Quality
evaluation would require more staff in state program. This is meant to encourage the program to consider building
on the minimum required training for the telecommunicator as well as the PSAP certification performed. The
foundation laid is solid; however, the minimum required training or certification should extend to all types of
positions held in a PSAP, not just the telecommunicator at the beginning of their employment and only for that
position. Likewise with the PSAP, the framework to assess the PSAP’s performance exists and should extend, if
it doesn’t already, to assessing any other component of the “911 system” provided by the system or equipment
service providers in the state (i.e. ESInet provider, CPE provider, etc.)

Guideline SR20: Statute exists for the provision of emergency medical dispatch (EMD).

Guidance

EMD is the term for providing medical information and instructions over the phone prior to the arrival of
emergency medical assistance in the form of first responders or paramedics. Twenty-five states and territories
have legislation regarding emergency dispatch, ranging from certification and training, to use of protocols, to a
full emergency medical dispatch program. Providing medical instructions before the arrival of first responders
and/or paramedics requires a comprehensive program with medical protocols, appropriate and ongoing training,
quality assurance and medical oversight.

“EMD protocols, whether developed by a private company, the state or the 911 authority, should be formally
‘recognized’ by the local/state jurisdiction adopting them (whether they be commercial, or state approved, locally
developed EMD protocol), and should meet the American Society for Testing Materials (ASTM) Standard
Practice for Emergency Medical Dispatch (F1258-95).” This guideline applies to state, regional and local 911
systems, and is not meant to mandate any specific protocols.

Guideline Cross-Reference(s) OP2 |
Minimum Criteria Advanced Criteria Superior Criteria |

Statute(s) allows use of EMD with | Statute(s) supports and funds EMD | The state requires, enforces, audits,
those recognized protocols. usage. and fully funds EMD.

Rationale |

Providing early medical instruction, or pre-arrival instructions, oftentimes can save a life or prevent further injury. |

Current Environment |

ARSD 50:02:04:03 (2) requires PSAPs to utilize an emergency medical dispatch (EMD) program that is
recognized by the Board. EMD certification is provided by two companies approved by the Board (Priority
Dispatch and PowerPhone). Those companies require recertification every two years, but there is nothing in
statute or administrative rule that requires a timeline for initial EMD certification or recertification. EMD protocol
is verified during the compliance review process. When attending the EMD certification classes in person, those
costs are paid for with the 911 telecommunicator training fund. If an entity chooses to do an online training for
certification, the PSAP must pay for the cost of the online training.

Reference Material

SDCL 50:02:04:03 Call taking standards
Appendix A-1: Sample Compliance Review Form
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Assessor Rating |

Meets Superior Criteria |

Assessor Recommendations |

EMD is the strength in South Dakota’s training requirement next to CJIS.

It is recommended that South Dakota require EMD certification within the first year of employment or prior to a
telecommunicator working unsupervised.

It is also recommended that South Dakota strengthen all training standards to this level.

Assessor Notes/Comments

Again, sustainability of an initial certification and continuous assessment would require adequate funding and
staff to perform necessary audits, evaluation, remediation, training, etc.
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Guideline SR21: Statutory environment provides for medical oversight of the policies and procedures

governing the use of Emergency Medical Dispatch (EMD) protocols.

Guidance

This guideline applies to state, regional and local 911 systems. Most state statutes that allow or mandate
emergency medical dispatch (EMD) also provide for medical authority/direction. The organization publishing the
protocols is responsible for keeping them up-to-date. Medical oversight is provided by a licensed physician with
the appropriate qualifications in emergency medicine. Changes in protocol are allowed based on medical
direction. Medical oversight should meet National Highway Traffic Safety Administration (NHTSA)
requirements and standards.

Guideline Cross-Reference(s) Not Applicable |
Minimum Criteria Advanced Criteria Superior Criteria |

Binary |
Rationale |
|

Oversight is necessary to ensure adopted protocols are being followed.

Current Environment

the two they receive certification in. These two companies require medical oversight prior to any changes in
protocol. Pennington County has a local Medical Director who provides oversight for both the PSAP and Rapid
City Fire Department.

Reference Material

Powerphone Medical Oversight (website)

PowerPhone and Priority Dispatch provide EMD certification training in the state. PSAPs can choose which of ‘

Assessor Rating

Meets Minimum Criteria

Assessor Recommendations

None

Assessor Notes/Comments

South Dakota recognizes two EMD certification vendors in the state and requires the PSAP to be compliant with
the vendor’s certification and recertification requirements.
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Guideline SR22: The statutory environment provides for public education.

Guidance |

Educating the public — including elected officials, special needs communities, and schools/campus environments
— on the abilities and limitations of 911 is imperative, especially moving forward into NG911.

Funding public education provides for greater tools to educate the public on 911 as a whole.

Guideline Cross-Reference(s) PE1, PE2, PE3, PE4, PES |
Minimum Criteria Advanced Criteria Superior Criteria |

Binary |
Rationale |
|

Current Environment |

There is nothing specific in statute or administrative rule that outlines any public education funding or initiatives.
The Board has the discretion to determine whether a non-recurring or recurring is allowable or not. With the
statewide deployment of text-to-911, we utilized the services of a consultant to produce a PSA and paid social
media as part of our public education campaign. A landing page was also created with educational information
about the service. Future education about when to use 911 will be added to the DPS website for 911 coordination.

Reference Material

ARSD 50:02:04:08 PSAP allowable recurring and nonrecurring costs
Text-t0-9-1-1 public education materials available on request.

Text911SD.com Website landing page.

Assessor Rating |

Does Not Meet Minimum Criteria |

Assessor Recommendations |

Consider adding a Public Education Plan within the 911 Master Plan to develop or enhance a regular public
education program to all audiences (all ages, disabilities, communities, decision-makers, etc.). See PE criteria
section.

Update statute to include education, outreach, or advisory services within the authority of the Board to develop or
house public education tools for PSAP use.

Assessor Notes/Comments |

None |
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Guideline SR23: The statutory environment provides for the collection of 911 system data.

Guidance |

This guideline addresses a state’s authority to aggregate, collect, and publish local data (consistent with
established confidentiality rules and regulations) in order to meet these federal requirements. 911 data collection
may include financial, system, service descriptions, technology, and progress measurement information.
National reporting requirements exist: 1) The National 911 Program has provided a mechanism and a database
for states to upload data that could be used to measure the progress of 911 service at state and national levels; 2)
The Federal Communications Commission (FCC) requires states to report annually on the status of their
respective 911 surcharges, including local surcharge usage. Data sharing can be enabled on a national level.

Guideline Cross-Reference(s) EV3, EV4 |
Minimum Criteria Advanced Criteria Superior Criteria |
Statute(s) allows for the collection | Statute(s) requires the The state ties performance metrics
of 911 system data and facilitates uniform collection of 911 to funding and utilizes collected
data sharing. system data statewide, and data to assess system performance.
data sharing.

Rationale

System data can improve planning and decision-making. Development and consistent reporting of system and
performance data is both a tool for establishing transparency and also a mechanism for demonstrating effective
operations, including reports to legislative and interested party groups.

Current Environment

All records in South Dakota are presumed to be public. SDCL 1-27-1. In order for a record to be kept
confidential, it must be the criteria for a statutory exception. Although law enforcement and investigative records
are confidential, 911 recordings and transcripts can be released if it is in the public interest. SDCL 1-27-1.5 (5).

An online portal was created to enable data collection on an annual basis, submitted by county/municipality
auditors and PSAP supervisors. The primary data collected relates to surcharge expenditures, but also includes
revenues, call statistics, and employee data regarding certification and employment status (full-time/part-time).
These statistics are to be submitted prior to March 31 each year, which is required as part of the compliance
review. The Board uses this information to file the required annual report with the FCC and to submit to the 911
National Profile Database.

The Board is responsible for the development of criteria for the implementation of performance audits of the use
of 911 surcharge fees utilized in the operation of the 911 system. The Department of Legislative Audit conducts
these reviews and are presented to the Board and Legislature as stated in SDCL 34-45-20.

Reference Material

Appendix A-1: Sample Compliance Review Form

Appendix A-2: Sample Annual 9-1-1 Fund Report

SDCL 1-27-1 Public records open to inspection and copying

SDCL 1-27-1.5 (5) Certain records not open to inspection and copying
SDCL 34-45-20 Board Duties
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Assessor Rating

Meets Superior Criteria

Assessor Recommendations

None

Assessor Notes/Comments

South Dakota utilizes ECATS as the data analytics tool for PSAPs. An online portal is used for PSAPs to submit
local data (revenue, expenditures, call stats, certifications). The Coordinator uses this data to file annual reports
with the FCC and National Program office.

The adopted compliance forms required of PSAPs to receive funding enhance the data collected by the state’s
PSAP analytics tool.

The statutory environment does allow for 911 system data collection.
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Guideline SR24: The statutory environment has rules for retention of 911 call records and 911 related

data.

Guidance

In the current 911 environment, a record is limited to call logs. In NG911, a record will include other information
transmitted, acquired, and recorded in the context of a call, such as video, text, medical data or accident
information. Some data will be stored in locations off-site from the PSAP that handled the call. Emerging
technologies will need to be considered under this guideline as communication technology changes over time.
The state should set specific 911 record retention requirements as a matter of law and regulation. Who retains
data and how it is retained is not the issue; any entity with a responsibility for 911 records and related data would
be subject to the legal provisions.

Guideline Cross-Reference(s) OP4

Minimum Criteria Advanced Criteria Superior Criteria

Binary

Rationale

Retention of 911 records and related data is imperative for legal and investigative purposes, and reporting
statistics.

Current Environment

destroyed without the authority of the State Record Destruction Board. SDCL 1-27-9 through 17 (state) 1-27-18
through 1-27-19 (local).

Reference Material

SDCL §§ 1-27-9 through 1-27-19 Public Records and Files

While retention periods are set by individual governmental entities, neither state nor local records can be ‘

Assessor Rating |

Meets Minimum Criteria |

Assessor Recommendations |

Consider any statutory change that will incorporate record collection/data sharing of NG911 data as NG911
matures, with particular attention to data elements collected at the state or local level, whose data it becomes,
where and how long it’s retained, etc.

Assessor Notes/Comments |

1-27-1-1 defines “data” which would include NG911 data. Location is not a requirement to define public record
or data.

In the assessor’s experience, this particular criteria may be dictated by 911-related statute as well as other state
statutes regarding open records, records retention, etc. In the case that both exist, the program may need to
recommend updates for both as it considers “new” data collected as NG911 matures. As a very specific example,
in Alabama, the 911 statute contemplates retention/release of audio recordings only for 911 calls; however, we
“collect” texts to/from 911, pictures, and video (in at least one, may two, PSAPs.) Between AL’s Open Records
Act, the Records Disposition Authority, and the 911 statute — they don’t support each other, which is a hurdle for
us to overcome as we (at the state program office) continue to collect more and more and more data.
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Guideline SR25: The statutory environment defines confidentiality and disclosure of 911 records.

Guidance

While some portions of 911 data should be confidential in all states to avoid revictimization, states should
have leeway to establish their own rules. At a minimum, personally identifiable information should be
protected, although more comprehensive protection of 911 records is desirable.

The statutory environment should provide for the confidentiality and disclosure of automatic number
identification/automatic location identification (ANI/ALI) data, 911 voice calls and multimedia. Regulatory
provisions, tariffs, confidentiality agreements, vendor non-disclosure agreements (NDAs), access to public
records laws, and the Health Insurance Portability and Accountability Act (HIPAA) may also be considered in
this guideline. Different types of data and their use should be reviewed, such as information provided to the first
responders that could be misused. In an NG911 environment, more personal data, such as medical or accident
information, may be relayed to a PSAP. Therefore, issues relating to confidentiality and disclosure will become
more important.

Aggregated anonymous data can be provided in real-time to governmental, non-governmental, and private entities
for legitimate purposes. NENA’s Next Generation Partner Program (NGPP) transition policy handbook addresses
confidentiality and disclosure in terms of the concept of pieces of 911 call data sent to off-site locations, such as a
central database. Data can be sent and archived anywhere in a NG911 environment.

Guideline Cross-Reference(s) SC4

Minimum Criteria Advanced Criteria Superior Criteria

Binary

Rationale

Confidentiality and disclosure rules directly affect how effective 911 services are within a state. Rules allow for
the protection of callers, encourage people to report crimes, and protect callers/victims from retribution. It also
serves to protect infrastructure and staff.

Current Environment |

In South Dakota, criminal justice information, including defined calls for service, is confidential. General records
provisions are also applicable as previously discussed.

Reference Material |

SDCL 1-27-1.5 Certain records not open to inspection and copying.
SDCL 23-5-10 (5) Criminal Identification — Definitions
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SDCL 25-3-11 Confidential criminal justice information not subject to inspection — exception |

Assessor Rating |

Meets Minimum Criteria |

Assessor Recommendations |

Consider any statutory change that will incorporate record collection/data sharing of NG911 data as NG911
matures.

Assessor Notes/Comments |

Accessibility to so many public data “pieces” makes confidentiality more difficult. Public safety in general will
have to consider policies regarding how to categorize data as a 911 record, case file or other.
The Board is providing the network for call delivery.
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Guideline SR26: A statute/regulation exists that addresses multi-line telephone systems (MLTS) statewide

for 911.

Guidance

States may have different requirements in their statutes. Some state statutes only address MLTS in residential and
school environments. All MLTS should interface to 911 with call back and location information, regardless of the
number of stations or square footage involved. The statute should be examined for improvements based on the
stated criteria. Changes to statute in response to federal legislation regarding MLTS should be implemented.

Reference NENA E911 for Multiline Telephone System requirements, 06-750 v3.

MLTS is an important issue in 911. The ability must exist to accurately locate calls coming from an MLTS.

Guideline Cross-Reference(s) Not Applicable |
Minimum Criteria Advanced Criteria Superior Criteria |
Statute contains provisions for Statute requires all MLTS systems | Statute is updated as changes in
nonbusiness MLTS systems in the | to interface to 911 and provide MLTS occur (e.g. Kari’s Law).
state for 911. specific call back and location
information.
Rationale |

Current Environment

There is no current statute related to MLTS, callback or location information.

Reference Material

Assessor Rating

No Rating Given

Assessor Recommendations

Incorporate Kari’s Law into statute with penalties for non-compliance.

Assessor Notes/Comments

Void of legislative change, this should be part of the public education campaign to teach the public how MLTS
systems access 911 in South Dakota.

Maine and Texas both have MLTS language in their statutes. Check out this link (while dated) for other MLTS
statutes in states. https:/mtvoip.com/mlts-e911-laws-and-regulation-by-state/

You may want to check with their legal team to determine if amending state law to include Kari’s law is an
option. I am aware in other states that their legal teams have determined that the Federal regulation is sufficient
and therefore new or amended statutory language is not necessary.
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Guideline SR27: The statutory environment identifies 911 as an essential government service for states that

are able to make the distinction.

Guidance

In general, government services defined as “essential government services” are those that are required to be
provided, and which are included in continuity of operations policies, procedures and plans.

Guideline Cross-Reference(s) Not Applicable
Binary
Rationale

When 911 is defined as an essential service, funds dedicated to the provision of 911 should not be diverted

Minimum Criteria Advanced Criteria Superior Criteria |
elsewhere. ‘

Current Environment

There is no current statutory language defining 911 as an essential government service.

Reference Material

Assessor Rating

Does Not Meet Minimum Criteria

Assessor Recommendations

The appropriate branch of government would need to make this decision.

Assessor Notes/Comments

None
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GOVERNANCE

The governance environment outlines areas of stakeholder involvement with the 911 system.
History has shown that cooperation enhances a 911 system, and with the diversity of
stakeholders and user needs the governance of the 911 system is critical.

This category has seven guidelines.

The remainder of this page intentionally left blank.
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Guideline GV1: The state has a comprehensive statewide 911 plan.

Guidance |

A comprehensive statewide 911 plan is fundamental to the success of any 911 program and should be an integral
part of a larger state plan. A comprehensive plan ensures all 911 stakeholders are working towards the same end
goal. Having the plan in statute formalizes it and allows it to have a standing in the state. The plan cannot stand
alone, but must integrate with other plans within the state, which requires coordination with other entities.

The plan acknowledges and is consistent with other plans in place in the state (emergency preparedness,
interoperability, emergency evacuation, emergency operations, security, and training and exercises). The process
for developing and reviewing the plan must include stakeholder participation.

Guideline Cross-Reference(s) SR1, OP5, OP8, SC1, SC2, SC5, SC6 |
Minimum Criteria Advanced Criteria Superior Criteria |

The 911 plan is documented and The 911 plan is consistent with The 911 plan has authority through

updated consistently according to and reviewed against other statute or regulation to be consistent

an established timeline. The plan related plans within the state. and integrated with other related

is implemented and followed. plans within the state and plans for
sustainable funding. The 911 plan is
integrated with such plans.

Rationale

A comprehensive statewide 911 plan is fundamental to the success of any 911 program. A plan will foster
consistent goals and advancement throughout the state.

Current Environment |

A comprehensive State 911 Master Plan was created in 2013 and approved by the Board. There have been
minimal updates to this plan, if any, since its inception. One of the objectives of this assessment is to update this
plan.

Reference Material |

State 9-1-1 Master Plan
South Dakota SCIP

Assessor Rating |

Does Not Meet Minimum Criteria |

Assessor Recommendations |

It is recommended that South Dakota use this Assessment and the current 911 environment to update the Master
Plan as soon as is practicable within the administrative rules. Within that plan update, include an appropriate
frequency of regular plan review (and amendment, if necessary) considering the rate of emerging technology,
current events, etc.

It is further recommended that the Board document the accomplishments achieved in South Dakota since 2013.
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Assessor Notes/Comments |

members have worked to advance the program, but primarily outside the direction of the plan.

South Dakota’s State 911 Master Plan was created in 2013 and has not been updated since. The Board and staff ‘
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Guideline GV2: An entity has authority and responsibility for statewide 911 coordination.

Guidance

Coordination is the end point. If two or three organizations are doing the same thing, there needs to be
coordination. The focus should be on the function—one entity whose primary responsibility is to support and
promote optimal 911 services. The entity could be a Coordinator, an agency, or a board/council with a primary
responsibility to support and promote optimal and cost effective 911 service. The entity provides governmental
services to ensure the existence of 911 currently and into the future. There is a need for an entity that can
coordinate the efforts of all appropriate agencies/entities that support the vision and mission for delivery of
statewide 911 services. See the relationship between this guideline and SR1 and SR2, which state that the

coordination function and the Coordinator should be funded.

Guideline Cross-Reference(s)

SR1, SR2

Minimum Criteria

Advanced Criteria

Superior Criteria

Binary

Rationale

911 is a complex system that necessitates leadership among the diverse and potentially competing stakeholder

community.

Current Environment

The 911 Program in South Dakota is governed by SDCL 34-45. Further standards for PSAPs are outlined in

ARSD 50:02:04.

In South Dakota, 911 falls under the authority of the Department of Public Safety. The Board, created in 2008, is
tied administratively to the Department of Public Safety. As stated in SDCL 34-45-19, the Board may employ a
911 Coordinator within the department to assist with the coordination of the statewide 911 system.

The Coordinator position is funded through the surcharge revenue in the 911 Coordination Fund.

Reference Material

SDCL 34-45 Emergency Reporting System
ARSD 50:02:04 Public Safety Answering Points

State 9-1-1 Master Plan

Assessor Rating

Meets Minimum Criteria

Assessor Recommendations

Consider bolstering the Coordinator’s staff to be successful in true statewide, adequate, and meaningful

coordination.

Assessor Notes/Comments

None
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Guideline GV3: Stakeholder groups participate in 911 planning, implementation and changes.

Guidance

911 stakeholders should be adequately represented at every stage of 911, including planning, implementation,
updates and modification; however, it is recognized that there may not be much involvement in the planning
and implementation. While statute may vest final decision-making on key investments and timeframes with
specific state and/or local governmental entities, structures should be in place to ensure that relevant state
agencies, responsible local governing boards, traditional and non-traditional responder groups, and
communications providers have meaningful input into this decision-making.

Guideline Cross-Reference(s) SR8, SR15, OP8 |
Minimum Criteria Advanced Criteria Superior Criteria |

Stakeholders participate Documented organized change There is an evaluation of the

informally in development and control processes involve processes to manage change.

implementation of a statewide 911 stakeholder participation.

program for consensus building.

Rationale

Strong 911 programs incorporate stakeholder contributions. Decision-making, absent broad-based stakeholder
input, can increase costs, decrease desirable outcomes and delay necessary changes.

Current Environment

The Board is composed of a variety of stakeholder groups as outlined in SDCL 34-45-18.1. During different
phases of implementation, PSAP supervisor task groups have been created to provide input to share feedback and
assist with the coordination of new systems and technology.

A monthly call is held for PSAP supervisors; other relevant staff are invited to join, such as sheriffs, police chiefs,
IT staff, GIS coordinators, etc. Pertinent information regarding upcoming initiatives, program changes,
educational/training opportunities, operational items, etc. are discussed. The informal setting of these calls allow
for those joining to ask questions, share information, and collaborate among the participants on the call. Notes are
taken by the Coordinator and shared following the meeting. Typically, there is over 50% representation of the 28
PSAPs participating in the NG911 project on this call.

Reference Material |

SDCL 34-45-18.1 Board representatives |

Assessor Rating |

Meets Advanced Criteria |

Assessor Recommendations |
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By statute, South Dakota has stakeholder participation through membership of the Board. Informally, the state
program has utilized PSAP supervisor task groups and hosts a monthly call for PSAP staff, elected officials,
supervisors, IT, GIS coordinators and others to review relevant information.

Consider initiatives where 911 telecommunicators and other “end users” of 911 directly participate, provide
feedback, engage them for deliverables, etc.

Assessor Notes/Comments

To engage stakeholder groups at ground level will require additional staff at The Board level. Gaining access to a
broader audience of stakeholders on a more consistent basis will strengthen the state program as a whole.
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Guideline GV4: A statewide board or advisory council provides input and oversight for statewide 911

system coordination.

Guidance

Coordination at the state level is essential. While a designated 911 Coordinator and statewide coordination are
paramount to the effective and efficient operation of 911, it is important to have input and involvement from the
911 community as a whole. This facilitates the process to broaden the authority of the 911 Coordinator, as in a
next generation environment, the authority to regulate is more important.

Oversight can be provided through a board or advisory council and can include representatives from public safety
affiliations, as well as other stakeholder groups, such as service providers. The board or advisory council should
work with the statewide Coordinator where applicable. There needs to be a separation of duties from the
Coordinator that should be defined and delegated. States need to have some flexibility; coordination may be staff
augmentation, for example.

Guideline Cross-Reference(s) SR1, SR2, SR14, SR15 |

Minimum Criteria Advanced Criteria Superior Criteria |

The state has a board, agency, or The board/agency/council holds This board/agency/council is
council with defined regularly scheduled meetings. established and funded by
responsibilities. Recommendations are public legislation.
and actively distributed. There
is a mechanism for receiving
input from 911
users/agencies/stakeholders.
Rationale |

Statewide coordination provides a structured process for stakeholder involvement and input. |

Current Environment |

The Board is composed of a variety of stakeholder groups as outlined in SDCL 34-45-18.1. According to the
bylaws, the Board must meet at least twice annually. Historically, meetings are scheduled quarterly, but usually
additional meetings are held to conduct necessary business. Other than the October in-person meeting where
officers are elected, all other meetings are held via teleconference or virtually. An in-person meeting location is
always required, but the public is invited to attend in person or virtually. Board members are not compensated for
any expenses other than travel reimbursement.

Reference Material

SDCL 1-25 Meetings of Public Agencies
SDCL 34-45-18.1 Board representatives
Appendix A-5: South Dakota 9-1-1 Coordination Board Bylaws

Assessor Rating |

Meets Superior Criteria |
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Assessor Recommendations

None.

Assessor Notes/Comments

The Board is assigned to the Department of Public Safety. The Board is composed of stakeholders representative
of 911 services. The Board operates as an extension of state government via public meetings. The Board employs
a state Coordinator responsible for operation and oversight of the state program.
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Guideline GV5: The state facilitates working relationships between 911 and groups within the state that

interact with 911.

Guidance

911, such as law enforcement, fire, emergency medical services (EMS), information technology (IT), and
statewide Department of Homeland Security (DHS) organizations. Working relationships include
communication, cooperation, stakeholder management and collaboration. This not only relates to what
happens at the state level, but also what happens at the regional and local levels.

Communications are necessary between 911, emergency management, and other agencies or entities related to |

Guideline Cross-Reference(s) SR8, SR14, SR15
Minimum Criteria Advanced Criteria Superior Criteria
The state provides for working The state provides for a structured State, regional and local
relationships between 911 and and comprehensive working representation exists in the working
other entities within the state. relationship between 911 and relationships demonstrated at the
specified entities within the state. state level.
Working relationships are
demonstrated at the state level.

Rationale

911 needs to work with other agencies for coordination, cooperation, responsiveness, and effectiveness in the
provision of emergency services.

Current Environment

The State 911 Coordinator is appointed by the Governor to serve on the Public Safety Communications Council,
which meets on a quarterly basis. The Coordinator is also a member of the South Dakota Office of Homeland
Security and Office of Emergency Management Senior Advisory Committee (HSEMSAC), which meets on a
semi-annual basis or more frequently at the request of the directors.

The 911 Office’s administrative attachment to DPS allows for internal coordination. DPS also internally houses
the State Fire Marshal, Wildland Fire, and the Office of Emergency Management. DPS coordinates as necessary
with the Department of Health, which houses the Office of Emergency Medical Services.

Reference Material

South Dakota Public Safety Communications Council Bylaws
Appendix A-6 HSEMSAC Charter and Code of Conduct

Assessor Rating

Meets Advanced Criteria

It is recommended that the Program Coordinator foster working relationships with other federal, state, or local
agencies, i.e. GIS, FCC (Strike Force), and Department of Mental Health (988), as their missions emerge and

Assessor Recommendations |
could potentially be enhanced or complemented by the 911 program activities. ‘
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Assessor Notes/Comments |

The State Coordinator is a member of the State’s Public Safety Communications Council, Office of Homeland
Security, and the Office of Emergency Management Senior Advisory Committee. As part of the Department of
Public Safety, the Program has internal coordination with other state agencies as needed.
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Guideline GV6: The ability exists within the state to facilitate essential partnerships statewide, across state

lines, and for specific strategic purposes.

Guidance

Agencies at a state level that relate to 911 need to be able to enter into agreements. There are two concerns: 1) if
something is not prohibited in writing, then it is allowed; and 2) if something is not in writing, it is not allowed. It
is not the intent to impose statutory requirements. One can only do what legislation allows. As such, agreements
and partnerships do not necessarily have to be addressed in statutes.

Conformance with this guideline could be demonstrated by statutory permission to enter into such agreements
and through the successful implementation of agreements for past developments. State-level agencies (state
police, emergency management, environmental conservation) and local agencies, such as 911 authorities and first
responders, are examples of potential partnerships. Working relationships could include executed interlocal
agreements, Memoranda of Understanding (MOUs), EMAC services and contracts, which could be tracked in a
central repository.

Guideline Cross-Reference(s) SR7, SR8 |
Minimum Criteria Advanced Criteria Superior Criteria |
The state permits regional or sub- The statutory ability and structure All agreements are
state and statewide agreements, are in place for agreements to be successfully implemented and
and allows state agencies and successfully implemented. A reviewed when necessary.
local governments to enter into statewide plan is in place to
agreements across state lines. complete all working relationship
agreements.
Rationale
To work effectively, all entities involved in the delivery of emergency services must have predefined working
relationships, supported where necessary by agreements.

Current Environment

SDCL 1-24 outlines the joint exercise of governmental powers wherein partnerships are created with the use of
MOUs. South Dakota is part of the Interstate Playbook initiative that seeks to cross-connect state ESInets. A
separate JPA was created with North Dakota to this end.

Local governments are also allowed to enter into intrastate JPAs. Furthermore, intrastate emergency assistance is
codified in SDCL 34-48.

The Office of Emergency Management, South Dakota Highway Patrol and other agencies participate in EMAC
interstate mutual aid. South Dakota is also a member of the State and Province Emergency Management
Assistance Memorandum of Understanding, which allows for non-emergency coordination and training with
other states and Canadian Provinces (SDCL 34-48A-54). Because each PSAP is locally run, the state is not aware
of any mutual aid agreements counties or municipalities may have in place or participated with in the past.

Reference Material

SDCL 1-24 Joint Exercise of Governmental Powers

SDCL 34-48 Assistance Among Public Agencies and Emergency Management
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SDCL 34-48A Emergency Management

SDCL 34-48A-54 State and Province Emergency Management Assistance Memorandum of Understanding
A copy of the ND/SD JPA available upon request.

Interstate Playbook: https://www.911.gov/pdf/National 911 Program NG911 Interstate Playbook 2016.pdf

Assessor Rating

Meets Advanced Criteria

Assessor Recommendations

Work towards all six border states and eventually nationally.

Assessor Notes/Comments

Chapter 1-24 seems to allow for this. State effectively demonstrates the ability to execute such partnerships (i.e.,
content of interstate playbook). A central repository seems daunting (especially “inter-"’state) and “pre-defined
relationships” written into statute or rules could hinder state’s ability to be flexible as relationships change or
grow over time. Ref SR7 and SR 8, existing governance provides sufficient allowances for partnerships.
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Guideline GV7: The state provides a statewide governance model for resource sharing and agreements

between jurisdictions.

Guidance

allocation, modification and/or termination of same, addition of partners, disaster recovery responsibilities, and
liability. Agreements could exist for joint dispatch or equipment sharing, for example.

The "depth" of agreements will likely vary greatly, with the better agreements addressing governance, cost ‘

Guideline Cross-Reference(s) SR7
Minimum Criteria Advanced Criteria Superior Criteria

A statewide governance model is in | Successful multi-jurisdictional Multi-jurisdictional agreements

place. agreements based on the statewide | based on the statewide model are in
model can be referenced as practice. Resources are available to
examples. assist jurisdictions in developing

agreements.
Rationale

Technology has made it more cost-effective to share resources (e.g., staff, equipment, contracts) among 911
jurisdictions. The ability to easily form, amend, and discontinue these multi-jurisdictional agreements as needs
dictate is critical to the effective use of limited resources. Resource sharing increases efficiency, effectiveness,
and cost control among jurisdictions.

Current Environment

Due to the statewide hosted CPE, greater potential for interoperability exists, however current configuration
doesn’t allow for use by another PSAP. This functionality will exist when the state upgrades to a new version of
software once i3 geospatial call routing implementation is completed. Some PSAPs have each other’s radio
channels programmed to assist with interoperability, however the only agreements that exist at the state level
among PSAPs are the backup/policy routing agreements.

Again, mutual aid and joint powers agreements are in statute. Cost sharing for 911 is specifically allowed by
statute SDCL 34-45-3.

Reference Material

Appendix A-3: Sample Policy Routing Agreement
SDCL 1-24 Joint Exercise of Governmental Powers
SDCL 34-45-3 Costs for installation, maintenance, or operation - joint agreements among governing bodies

SDCL 34-48 Assistance Among Public Agencies and Emergency Management

Assessor Rating

Meets Minimum Criteria

While SD has the statutory authority for coordination, services, and spending of public funds to procure and
operate components of a statewide system, the Master Plan will need to be updated and followed.

Assessor Recommendations |
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Assessor Notes/Comments

None
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FUNCTIONAL AND OPERATIONAL PLANNING

The functional and operational planning environment outlines the areas of service delivery that
should be addressed in a 911 system. This environment includes areas such as record retention,
call handling protocols, continuity of operations plans, and exercises.

This category has nine guidelines.

The remainder of this page intentionally left blank.
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Guideline OP1: All traditional wireline and wireless calls within the state route to a PSAP enabled to

receive Enhanced 911 (E911) data and route to an appropriate dispatcher.

Guidance

Currently, varying levels of service may exist across a state. While it is not feasible for every jurisdiction to have
its own 911 system or PSAP, every citizen should have access to 911.

E911 provides automatic location identification (ALI) data, selective routing, selective transfer, fixed transfer
and a call back number. Phase II provides delivery of a wireless 911 call with call back number, the location of
the caller within current FCC requirements, and selective routing based on those coordinates. These data
parameters provide a greater certainty that callers can be located in emergency situations. If a PSAP is able to
receive E911 data and wireless Phase II data, Voice over Internet Protocol (VoIP) calls are also able to be
processed.

The assessment is designed for the state and PSAP, not the service providers and carriers. This guideline refers to
system capabilities and customer premise equipment (CPE) capabilities; processing the calls is a capability issue.
Technical failures are an exception.

Guideline Cross-Reference(s) ST1

Minimum Criteria Advanced Criteria Superior Criteria

Binary

Rationale

Having caller location improves the chances of saving lives.

Current Environment

E911 is defined in state law and has been statutorily required in South Dakota since July 1, 2010.

ARSD 50:02:04:06 Technical Standards
SDCL 34-45-1 (3) Emergency Reporting System - Definitions
SDCL 34-35-34 Enhanced 911 Service

Reference Material |

Assessor Rating

Meets Minimum Criteria

Assessor Recommendations

The state should work toward ensuring equity of 911 service and access across the state, especially with respect to
Tribal and Federal (DoD, Dol) areas that are not controlled or under the jurisdiction of the state. This will have to
occur in a collaborative role more than a directory role.

Assessor Notes/Comments

Compliance visits are a great check on this. |
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Guideline OP2: The state is pursuing full implementation of emergency medical dispatch (EMD).

Guidance

While the statutory environment provides for EMD and requires the use of EMD if it is in statute, there should be
something in place for states where it is not in statute, but is being pursued or actively done. This recognizes
efforts of the state and is not inconsistent with the statutory environment.

EMD protocols, if used, must meet the American Society for Testing Materials (ASTM) Standard Practice for
Emergency Medical Dispatch (F1258-95) and ASTM Standard Practice for Emergency Medical Dispatch
Management (F1560-94). This guideline applies to regional and local 911 systems. This guideline is not meant to
mandate any specific protocols. Medical oversight is a licensed physician with the appropriate qualifications in
emergency medicine. Funding should not include operational costs of staff in the PSAP. Maintenance includes
software updates, licenses and staff training.

Guideline Cross-Reference(s) SR20 |
Minimum Criteria Advanced Criteria Superior Criteria |
The state requires or allows Measurable steps have been taken EMD is implemented statewide.
Emergency Medical Dispatch. to implement EMD statewide. Maintenance and support of the

The state has a plan for EMD program is fully funded by an

completion and an identified identified source.

funding source.

Rationale

Protocols should exist for EMD. These protocols must be used and there should be oversight to ensure the
protocols are being followed. Changes in protocol are allowed based on medical direction.

Current Environment

EMD is mandatory in South Dakota under administrative rule. EMD is also an allowable use of 911 surcharge
funds as per administrative rule.

ARSD 50:02:04:03 (2) states that PSAPs shall utilize an emergency medical dispatch (EMD) program that is
recognized by the Board. EMD certification is provided by two companies approved by the Board; the PSAP can
choose which vendor they use.

Reference Material |

SDCL 50:02:04:03 (2) Call taking standards. |

Assessor Rating |

Meets Superior Criteria |

Assessor Recommendations |
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Recommend adding to Administrative Rule a requirement of how soon after hire that a telecommunicator is
required to be EMD certified. Current administrative rule has re-certification timelines but no initial certification
timeline.

Assessor Notes/Comments |

Great work in mandating EMD and ensuring compliance during visits. |
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Guideline OP3: Provisions exist for language interpretation capabilities statewide.

Guidance |

Equal service should be available for the deaf and hard-of-hearing community, as well as those for whom English
is not a primary language. NENA and other organizations recognize the term non-English speaking, which
includes American Sign Language users. This guideline recognizes that some territories may have a non-English
primary language.

Guideline Cross-Reference(s) Not Applicable |
Minimum Criteria Advanced Criteria Superior Criteria |

The state recommends that The state requires that PSAPs have | Required interpretation

PSAPs have an interpretation an interpretation capability or capabilities or access to similar

capability or access to similar access to similar services. There is | services are fully funded by an

services. an identified funding source. identified source.

Rationale

This ensures equal service for non-English/non-native language speaking callers requesting assistance of any

kind.

Current Environment

Administrative rule requires that all PSAPs have written procedures for non-English speaking, hearing impaired
and mute callers. The statewide hosted CPE has TDD built into the call taking screen, and most PSAPs test
TDD/TTY functionality on a regular basis. Most all PSAPs utilize translation service lines that they conference in
to assist with non-English speaking callers. The statewide hosted CPE has integrated text service. Web text
software has been purchased and provided by the State for those PSAPs not on the statewide hosted solution to
allow for statewide text-to-911 service. All counties were live with text service March-May 2021.

Reference Material

ARSD 50:02:04:03 Call taking standards.
ARSD 50:02:04:08 PSAP allowable recurring and nonrecurring costs
Text911SD.com Website landing page

Assessor Rating

Meets Advanced Criteria

Assessor Recommendations

None

Assessor Notes/Comments

Funding for language interpretation capabilities is identified as an eligible expense for 911 funding, but it does
not point out that the system is fully funded.
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Guideline OP4: The state provides guidelines for the retention of 911 call records and 911 related data.

Guidance

considered a “record.” The creator of the record is the custodian of the record (or whoever is specified in statute
if applicable). Local, state, and federal laws may affect the retention of data and not all data will have the same
retention period. The retention laws may not be in the 911 statute, but in other provisions of law.

The state should establish policies and procedures for records retention. The state should define what is ‘

Guideline Cross-Reference(s) SR24

Minimum Criteria Advanced Criteria Superior Criteria
Binary
Rationale

The retention of 911 records and data ensures consistency across the state and ensures data is available when
needed.

Current Environment |

ARSD 50:02:04:03 (3)

PSAPs are required to “[a]dopt written procedures for recording and documenting relevant information of every
request for service, including:

(a) Date and time of request for service;

(b) Name and address of requester, if available;

(c) Type of incident reported;

(d) Location of incident reported;

(e) Description of resources assigned in response to the incident, if any;
(f) Time of dispatch;

(g) Time of resource arrival; and

(h) Time of incident conclusion.”

While local retention timelines may vary, records cannot be destroyed without the permissions of the State
Record Destruction Board.

Reference Material |

ARSD 50:021:04:03 (3) Call taking standards
SDCL 1-27 Public Records and Files

Assessor Rating

Meets Minimum Criteria

Assessor Recommendations

None

Assessor Notes/Comments
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Excellent use of compliance visits to check on PSAPs retention guidelines. |

Guideline OPS: The state requires a data backup plan.

Guidance |

All data essential to the operation of a PSAP should have a backup available. Examples of data essential to the
operation of the PSAP are Master Street Address Guide (MSAG), automatic location identification (ALI),
computer aided dispatch (CAD), and customer premise equipment (CPE) data. Periodic backups are executed
and logged. At least one backup should be stored off-site. Any off-site storage should comply with all security
requirements.

Guideline Cross-Reference(s) GVl |
Minimum Criteria Advanced Criteria Superior Criteria |

PSAPs implement a local data PSAPs’ backup and recovery Implemented data backup and

backup and recovery procedure procedures and plans are recovery procedures and plans

and plan. This plan is documented and maintained. are documented and maintained,

documented. Data backup is offsite. and the backups are audited.

Rationale |

This is one method to ensure continuity of data should there be any type of component failure.

Current Environment |

Administrative rule requires that PSAPs have a written procedure for computer security and preservation of data.
Local PSAPs systems are often maintained by local IT departments or through vendor service contracts.
Logically, local systems would be backed up through standard IT best practices in either case.

A more detailed requirement in administrative rule requiring backup procedures/standardized backup procedures
among all PSAPs should be implemented for each of the essential data systems. There is no requirement currently
for off-site backup unless local policy dictates.

CAD providers backup up their servers offsite in their respective facilities. ALI, MSAG and GIS data would be
stored on off-premise vendor systems. MSAG, ALI and ECaTS reporting are stored for seven years with constant
backup. CPE Call Detail Records are stored for 30 days on the Viper system; ECaTS data is sent as collected with
database replication in ECaTS every 10 minutes.

Reference Material |

ARSD 50:20:04:05 Facilities and Equipment |

Assessor Rating

Meets Minimum Criteria

Assessor Recommendations

Administrative Rule should be updated to specifically require procedures and backups for PSAPs along with
requirements for offsite backups.
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Assessor Notes/Comments |

None |

Guideline OP6: State-level guidance exists for public safety’s use of social media.

Guidance |

Public safety includes PSAPs. Leveraging the capabilities of social media (incoming and outgoing) and the use of
social media can enhance the image of public safety agencies. This should be part of an organization’s public
information plan. Guidance may also cover future uses of this technology.

Guideline Cross-Reference(s) Not Applicable

Minimum Criteria Advanced Criteria Superior Criteria |

PSAPs are encouraged to develop The state has developed a model All PSAPs in the state have policies
policies regarding use of social policy with respect to social media. | regarding social media. These
media in the PSAP. policies are updated as part of
change management.

Rationale

Social media is being used by the public to talk about emergencies. Social media can be a tool to give the public
accurate information before and during emergencies.

Current Environment

PSAPs are governed by their own agency, county, or city policy since they are individually managed entities of
local government. Nothing the state could provide to local PSAPs would have any authority. At the local level,
911 issues could be sent out by a variety of “official” accounts. These account types would include: emergency
management, sheriff’s office, police department, communication centers, or local government just to name a few.

The Department of Public Safety has a social media strategy guide that can be used as a reference when planning,
creating, and executing content for social media across all agencies within DPS. Information on procedures to
follow in the event of crisis response include open communication, community engagement, and maintaining
important messages not related to the crisis to keep the public informed.

Reference Material

https://www.pennco.org/emsocialmedia Example of PSAP social media hub utilized by Pennington County

The DPS social media strategy guide contains some confidential information but can be shared as part of the
assessment process if required.

Assessor Rating |

Does Not Meet Minimum Criteria |

Assessor Recommendations |
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State could meet this guideline by developing a process that points to existing social media policies (i.e., DPS)
and encourages each PSAP to develop their own policy or provide best practices from the state office specific to
911. Add to the Compliance Check List a reference to the social media policy.

Assessor Notes/Comments

None

Guideline OP7: Statewide support and coordination exist for managing/operating emergency notification

systems (ENS).

Guidance

This service may be housed in other areas besides 911. Notification examples include ENS alerts, warnings,
sirens, and broadcast intercepts. Many warnings are sent out at varying levels (state-level alerts, local alerts,
interstate alerts). There should be a determination of who is responsible for specific alerts. Agreements should be
in place between agencies within the state that utilize this service. The use of alerts and warnings could also be

part of the state plan.

Guideline Cross-Reference(s)

Not Applicable

Minimum Criteria

Advanced Criteria

Superior Criteria |

The statewide 911 plan defines the
agency responsible for specific
alerts and warnings. There is
communication between the party
who issues the alert and the
appropriate PSAP(s).

The state defines the proper use of
ENS and other protocols regardless
of who has responsibility for alert
generation.

A statewide body assists in
unifying and coordinating the
consistent use of alerts and
warnings throughout the state.

Rationale

Alert/warning resources and technologies are of critical importance to the public and have a very direct
relationship to 911. Managing and operating these resources are, however, somewhat ancillary to the 911
function and careful integration into the overall emergency communications operation is critical.

Current Environment

Statewide IPAWS messaging (Emergency Alert System (EAS), Wireless Emergency Alerts (WEA), Non-
Weather Emergency Messages (NWEM), and Collaborative Operating Group (COG to GOG) is provided
through the Office of Emergency Management. The local jurisdictions have two options through the state
system to have ENS alerts sent — they can request messaging to be sent for their area through the State Office
of Emergency Management, or they can apply for a MOU with FEMA. They would then need to meet the
training and regular testing as required by FEMA to ensure those with the ability to send messages have the

proper training and ability to properly send test messages.

Reference Material

Appendix A -7: State of South Dakota OEM IPAWS Alert Procedures

Assessor Rating
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Does Not Meet Minimum Criteria |

Assessor Recommendations |

Recommend updating the 911 plan to address ENS and reference the already existing plan that is operated by
OEM.

Assessor Notes/Comments |

There are good ENS processes in the state and the guideline could easily be met by the state publishing the
process, specifically as it relates to PSAPs and 911, pointing to the OEM process that already exists.
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Guideline OP8: The state has a formalized process and communication plan for change management.

Guidance

Change management is becoming increasingly more important in the technological age. This guideline involves
changes that impact others — state down, local up — and any area in between where someone else is impacted or
affected. A local level change could be just as catastrophic as a state change. Communication is a significant
component; changes must be communicated.

The communication plan should address the process and how any state, regional, or local level changes are
communicated throughout the state and, where appropriate, to the employees. Change management processes
should be included for software and hardware, changes in technology, changes to the staff, and changes in
operational/technical functions, changes in regulations, changes by vendor community — such as changes in
technologies that should be communicated to 911 authorities. Advance notice of changes should also be a
consideration. The change management process may be included in an operational plan. This change
management process should include a test plan, where appropriate.

Guideline Cross-Reference(s) GVl |
Minimum Criteria Advanced Criteria Superior Criteria |

Change management by A Change Management Plan for The plan is utilized and updated as

PSAPs/911 authorities is 911 has been developed and needed by the organization(s)

encouraged by the state. approved by the state. responsible for overseeing change

management.

Rationale

Changes to any component or area of a 911 system can affect many aspects of the system and need to be

controlled and communicated properly.

Current Environment

system, changes and implementation are shared regularly by the 911 Coordinator during the standing statewide
PSAP director calls.

Reference Material

No formal communication plan for change management exists today. However, information about the 911 ‘

Assessor Rating

Does Not Meet Minimum Criteria

Assessor Recommendations

State should publish a formal change management plan that addresses how different changes in the 911 system
should be processed. This should include changes to technology, the ESInet (vendor process), regulations,
functions (text) and so forth, laying out the process so that PSAPs or counties who want to make a change will
know what it takes and who has the authority to approve the change. The vendors have change processes in place,
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but it is critical to have a state plan for how the change process will work, who can suggest changes, and financial
and functional impacts.

Assessor Notes/Comments |

None |
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Guideline OP9: The state monitors and enforces compliance of 911 related provisions of the Americans

with Disabilities Act (ADA).

Guidance

Statewide 911 system compliance should include Americans with Disabilities Act (ADA) and its 911-related

provisions.

Guideline Cross-Reference(s) Not Applicable

Minimum Criteria

Advanced Criteria

Binary

Rationale

Superior Criteria |

Compliance with ADA’s 911-related provisions is important to ensure equal access to 911 services.

Current Environment

Part of the compliance review process includes verification of the services provided to deaf and hard of hearing
communities. The current statewide hosted CPE identifies Baudot and EDT communication protocols
automatically identifying TTY calls. The capabilities incorporated into the Power911 system are in full

compliance with ADA guidelines.

Reference Material

SDCL 50:02:04:03 Call taking standards.

Appendix A-1: Sample Compliance Review Form

Contract can be provided upon request.

Assessor Rating

Meets Minimum Criteria

Assessor Recommendations

Continuing to use the compliance visits to ensure these requirements are being met is an excellent method for the

state to have oversight.

Assessor Notes/Comments

None
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STANDARDS

The standards environment outlines the areas for which a state should develop or adopt
standards. This includes technology and performance standards.

This category has six guidelines.

The remainder of this page intentionally left blank.
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Guideline ST1: Standards and best practices have been identified and implemented at the state level.

Guidance

A review of the existing standards and best practices from a technical and operational level should be conducted
to ensure that those standards have been identified, evaluated and implemented (as appropriate). Examples of
standards and best practices include technical interface, data, performance, and operations from the American
National Standards Institute (ANSI), Internet Engineering Task Force (IETF), National Fire Protection
Association (NFPA), APCO, and NENA.

Once a set of standards has been adopted, there needs to be a regular review (by a statewide coordinating body,
such as a state agency, association of counties, or other state public safety associations) of existing and proposed

design and performance standards to determine the changes needed (if any).

Guideline Cross-Reference(s)

SR12

Minimum Criteria

Advanced Criteria

Superior Criteria

Standards have been identified and
implemented at the state level.

A state-level entity regularly
reviews adopted and proposed
design and performance
standards to determine what

Proposed changes from the state-
level entity are implemented. The
implementations are adequately
funded.

Rationale

I
changes, if any, are needed. |
|
|

Standards and best practices ensure consistency of 911 service across the state.

Current Environment |

The NENA i3 standard has been identified in the state master plan as the preferred standard. The current contract
for NG911 services requires adherence to the i3 standard, and the statewide system provider is required to comply
with evolving industry standards (for example, Century Link Contract, Exhibit A, section 3.4). These standards,
however, are not specifically referenced in any of the administrative rules related to PSAP operation, nor are they
reviewed on a regular basis.

GIS standards are aligned to the most current industry and NENA standards by our consultant, GeoComm. As
standards and recommendations are published by NENA, GeoComm works with the State to implement these
standards and provide recommendations as they emerge.

Reference Material

State 9-1-1 Master Plan
https://open.sd.gov/contractsDocShow.aspx?DocID=20-1400-002+++++ (Lumen Contract)
https://open.sd.gov/contractsDocShow.aspx?DoclD=15-1400-022+++++ (GeoComm Contract)

Assessor Rating |

Meets Minimum Criteria |

Assessor Recommendations |
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Standards should be reviewed and updated as part of the strategic planning process. This will likely require
additional staff in the 911 Office to accomplish. State should ensure that all relevant operational and technical
standards are included in the updated 911 Master Plan. State should pursue additional staffing for the 911 Office.

Assessor Notes/Comments

While some standards and best practices are identified in contacts referenced, it is unclear how contracts are
monitored and compliance is checked. Additionally, the 911 Master Plan is old and does not reflect those
standards that have been identified since it was completed. The State 911 office has only one staff member and it
is questionable that a comprehensive review could be conducted to assure compliance.
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Guideline ST2: The state requires specific operational standards for PSAPs to ensure a minimum level of

service delivery.

Guidance

A minimum level of 911 service is required regardless of the type of service. It includes E911, wireless Phase I,
wireless Phase II, Voice over Internet Protocol (VoIP) and NG911 (emerging technologies).

With Basic 911, a caller is automatically connected to a PSAP based on the central office that originates the call;
automatic number identification (ANI) and/or automatic location identification (ALI) may not be supported. This
means that the PSAP may not have the location or call back number of the caller.

With wireline E911, the PSAP has capabilities for ALI, ANI, selective routing, and selective transfer. For E911,
the PSAP receives the caller’s location and call back number, and other identifying information. The call is routed
to the correct PSAP based on the caller’s location, not the central office.

For wireless E911 Phase I, the PSAP receives the call back number of the caller and the identification of the cell
tower from which the call originated. The call is usually routed based on the PSAP assigned to a particular cell
tower sector.

For wireless E911 Phase II, the wireless call is delivered with the call back number as well as the location of
the caller within 125 meters 67 percent of the time.

Guideline Cross-Reference(s)

SR12 |

Minimum Criteria

Advanced Criteria

Superior Criteria |

The state has defined a minimum
level of service, which is at least
Enhanced 911 (E911). The
minimum level of service is
specific, consistent and
implemented at all PSAPs across
the state.

The service level is regularly
reviewed and updated based on
evolving operational and technical
capabilities at a national level.

The state-defined service level
is enforced and adequately
and sustainably funded.

Rationale

A minimum level of service for all PSAPs ensures a consistent delivery of 911 service to all callers regardless of

the caller's location or method of accessing 911.

Current Environment

E911 is the minimum level of 911 service, as required by law.

Twenty-eight out of the state’s 33 PSAPs are on the state hosted NG911 ESlInet; three of the five PSAPs not on
the state system are on Basic 911, with two actively working on upgrading to E911/NG911. Those who do not

comply with the statutory minimum are outside of the state’s jurisdiction.

Reference Material

SDCL 34-35-34 Enhanced 911 Service
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ARSD 50:02:04:06 Technical Standards |

Assessor Rating |

Meets Minimum Criteria |

Assessor Recommendations |

State should pursue additional staffing for the 911 Office. State should review current standards and enhance the
specificity of industry wide operational standards set by NENA and APCO as part of their standards for PSAPs.

Assessor Notes/Comments |

Not all PSAPs are on ESInet, so operational standards are not statewide and lack specificity regarding service
levels in terms of answering, processing, and dispatching 911 calls. Lack of staff to fully review if existing or
future standards are met.
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Guideline ST3: The state has defined PSAP performance standards.

Guidance |

Defined performance standards allow for consistent delivery of service across the state. It also allows for the
identification of issues that need to be addressed, such as the need for additional trunks or additional call takers
within a specific PSAP.

Performance standards include technical and operational standards such as call answering (timeliness, call
overflow and call overload), call protocols or interrogation, reliability, redundancy, congestion control, quality of
service, and Teletypewriter (TTY) testing. For example, these standards could include a call answering standard
of 90 percent of all 911 calls within 10 seconds during the busy hour of the day.

Guideline Cross-Reference(s) SR12 |
Minimum Criteria Advanced Criteria Superior Criteria |
The state has defined PSAP The defined performance The defined performance standards
performance standards. standards are implemented, with are enforced and funded.
adequate funding to PSAPs/911 Performance standards are
Authorities. periodically reviewed by the
appropriate agency/board.
Rationale |

Consistent performance standards enable evaluation and maximize consistent and effective service. |

Current Environment |

South Dakota administrative rule 50:02:04 provides minimum operational and technical standards for PSAPs,
however it does not include performance standards. Other than listening to call recordings as part of the
compliance review process to listen for established protocols (EMD, law enforcement, fire), the State 911 Office
does not have any enforcement or compliance sections with regard to performance standards currently.
Reporting at the state level does allow for access to call answering statistics, however, is not currently
monitored.

PSAPs are reviewed on a regular basis to ensure compliance with existing standards and must be compliant for
surcharge funding.

Reference Material

ARSD 50:02:04 Public Safety Answering Points
Appendix A-1: Sample Compliance Review Form

Assessor Rating

Meets Minimum Criteria

Minimum rating is recommended. State should establish more specific performance standards based on industry
accepted criteria and they should be added to the Compliance Review Checklist.

Assessor Recommendations |
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Assessor Notes/Comments |

They state, “State 911 Office does not have any enforcement or compliance sections with regard to performance
standards currently. Reporting at the state level does allow for access to call answering statistics, however, is not

currently monitored.” Actual performance standards do not appear to be articulated in the legislation or the
Compliance Review Checklist and process.
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Guideline ST4: The state requires specific interface standards for the exchange of 911-related data

between functional entities.

Guidance

It is often not possible for one PSAP to transfer data to another PSAP, which can result in delayed responses. If
data exchange is a capability, the data may be in a different format or layout. Standards development
organizations have identified interfaces for the exchange of 911 data, which, if enabled statewide, allows all call
takers/dispatchers to have the same understanding and ability to interpret the received data.

Interface standards describe the definition, format, layout, and other characteristics of 911-related data shared
across disparate systems, ensuring the seamless exchange of data and permitting a common understanding to
interpret and use 91 1-related data consistently. Examples of industry-accepted standard organizations include
APCO, the Internet Engineering task Force (IETF), and the National Information Exchange Model (NIEM).

Guideline Cross-Reference(s) SR12 |
Minimum Criteria Advanced Criteria Superior Criteria |

Voluntary standards govern the At a state level, industry-accepted The state is compliant with national

exchange of 911-related data at interface standards have been industry-accepted interface

the local and regional level using adopted for 911-related data standards for 911-related data

industry-accepted interface exchange and applied to statewide | exchange, which is applied to

standards. procurement efforts and funding statewide procurement efforts and

priority. funding priority.
Rationale |
Interface standards that permit data exchange are necessary when data is being shared across functional entities.

Current Environment

seamlessly. All of the PSAPs within the state have the ability to transfer calls to one another and all phone
numbers are programmed into the hosted call handling system. Actual 911 data received is determined by what
information the PSAP can accept and what the carrier has the ability to send.

Reference Material

All state PSAPs are currently on the statewide hosted CPE and ESInet and can transfer 911 calls/call data ‘

Assessor Rating

Meets Superior Criteria

Assessor Recommendations

Agree with rating. The 911 Office should continue to rely on contractors to maintain these capabilities. 911
should support PSAPs with their ability to exchange 911-related data.

Assessor Notes/Comments

Staffing in the State 911 Office is not sufficient to monitor compliance or implementation of common standards.
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Guideline ST5: The state has minimum standards for emergency call processing protocols.

Guidance |

Call processing starts at call receipt and ends at call disconnect. Protocols are a set of rules or conventions that
govern how a call is handled internally. The state could choose to recommend or encourage specific
commercially available protocols or develop their own.

Minimum standards for call processing may include items such as questions, procedures, minimum service level,
consistency, and integration procedures. Protocols could include law enforcement, emergency medical, fire,
hearing impaired, and missing children. “Emerging” means that the criterion provides for flexibility and
adjustment as new standards emerge.

These standards will support a minimum level of consistency in call processing.

Guideline Cross-Reference(s) SR12 |
Minimum Criteria Advanced Criteria Superior Criteria |
A minimum set of call processing The call processing protocols are There is an audit to ensure
protocols exist in the state. adjusted as necessary to remain compliance with the call processing
consistent with emerging protocols/standards.
national call processing
standards.
Rationale |

Current Environment |

In South Dakota, administrative rule provides operational and technical standards. PSAPs must establish written
procedures for prompt handling and appropriate routing of misdirected emergency calls and establish written
procedures for handling hang-up emergency or 911 calls from wireline and wireless phones. ARSD 50:02:04:03.

Again, mandatory compliance reviews are done with all state PSAPs, and PSAPs must be compliant for
surcharge funding.

PSAPs follow documented, locally developed law enforcement and fire protocol. EMD certification is provided
through either Priority Dispatch or PowerPhone. Current administrative rule does not clearly indicate the
timeframe in which a telecommunicator has to get their EMD certification or when re-certification must be
obtained. Those requirements are made by the vendors.

Protocol and/or operational standards are required in administrative rule for emergency medical, fire, law
enforcement, and hearing-impaired calls, which are also verified during compliance reviews. No service level,
consistency, or integration procedures are included in administrative rules or compliance review processes.

Reference Material

ARSD 50:02:04 Public Safety Answering Points
Appendix A-1: Sample Compliance Review Form
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Assessor Rating |

Meets Minimum Criteria |

Assessor Recommendations |

State should be proactive in establishing acceptable and consistent protocols standards and ensuring coordination
and compliance to acceptable practices in this area on a statewide basis.

Assessor Notes/Comments |

Agree with rating. EMD is required, but there is not standardization of other protocols. All
PSAPs have developed acceptable Law Enforcement and Fire protocols, except the PSAPs
not under the state jurisdiction such as Tribal and DoD PSAPs. State admits that no service
level, consistency, or integration procedures are included in administrative rules or
compliance review processes. State does not appear to be proactive in trying to establish
acceptable and/or consistent protocols standards or ensuring compliance of acceptable
practices in this area. No apparent statewide coordination in this area.
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Guideline ST6: The state program fosters the adoption of technical and/or operational consensus standards

and requirements.

Guidance

The public expects to receive a uniform level of 911 service, regardless of their location. With current 911, there
is no standardized network, although some components are regarded as standard. The same level of service
should be provided in rural areas as in a metropolitan area. This will become increasingly more important with
NGI11 and the advent of operational and technical standards for seamless interconnections. Interoperability
between local, regional, and state 911 systems is essential.

This is the operational policy or rule that standards adoption should be encouraged. This guideline includes state
systems and any statewide procurement. Aspects of technical and operational standards include security,
redundancy, reliability and interdependencies between the systems. NENA’s Next Generation Security (NG-SEC)
document can be referenced.

Guideline Cross-Reference(s) SR12 |
Minimum Criteria Advanced Criteria Superior Criteria |
The state program encourages Leading industry standards and A state-level entity identifies,
the adoption of technical and best practices have been implements and maintains
operational standards. reviewed and adopted at a statewide standards and
statewide level and applied to recommended best practices.
statewide procurement efforts.

Rationale

The adoption of technical and/or operational consensus standards and requirements improves consistency and
effectiveness of the state 911 system.

Current Environment

As mentioned previously, administrative rule provides operational and technical standards for PSAPs. All PSAPs
on the hosted system adhere to these rules, however the Tribal/Dol/DoD PSAPs are not required to adopt these
standards. Because of the statewide hosted call handling system and network, 911 functions the same among the
28 state PSAPs. There are no local or regional interconnections needed because only one ESInet exists in the
state.

Reference Material

Assessor Rating

Meets Minimum Criteria

Assessor Recommendations

Improve and focus more upon performance and operational standards to take full advantage of the technical
infrastructure being implemented. Existing NENA and APCO operational and performance standards should be
reviewed and appropriate changes made to the administrative rules for PSAPs. Appropriate changes should be
made to the Compliance Checklist.
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Assessor Notes/Comments |

The existence and use of the ESInet does not equate to fostering the adoption of all necessary technical and
operational standardization. The state program and all references, including the Master Plan, seem minimal,
particularly in operational standards. There appears to be much reliance on the two referenced contracts as being
the main vehicle for meeting this guideline. Staffing at the State Office and the dependence on contracts to
promote consistency, uniformity, best practices, and progress in this area is suspect. Seems to be more emphasis
on technical issues than true operational and performance issues, and the ability to promote uniformity and
monitor compliance.
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SECURITY AND CONTINUITY OF OPERATIONS

The Security environment outlines areas that should be addressed to secure the facility and data
associated with 911. These guidelines outline plans and actions that a state should facilitate or
coordinate to enhance the 911 system.

This category has seven guidelines.

The remainder of this page intentionally left blank.
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Guideline SC1: The state has business continuity of operations plans (COOP) for 911 to ensure continuous

operations.

Guidance

A backup site is in operation to take over the full load of 911 calls at any time. Interagency agreements will
provide for other PSAPs to take over call handling during a disaster or as a business continuity plan or backup.
There are best practices and standards in place including: NENA Operations Standards for Contingency
Planning, 53-001 through 53507, National Fire Protection Association (NFPA) Standard on Disaster/Emergency
Management and Business Continuity Programs (NFPA 1600), recovery point objective (RPO) and recovery
time objective (RTO).

"Operational impact analyses should be conducted to identify scenarios where facilities, systems, equipment, or
operations are interrupted or disrupted, and any opportunities for hazard mitigation. As part of the research, the
organization should determine continuity requirements and develop strategies based on the requirements, so that
a more general continuity plan can be formulated with training, testing, and exercise. Focus on the impact of
interruptions to critical business functions will help define thresholds for minimum/maximum down time."
(From Next Generation Procurement Tool Kit)

Guideline Cross-Reference(s) GVl |

Minimum Criteria Advanced Criteria Superior Criteria |
PSAPs and 911 authorities are A statewide COOP has been The state’s continuity plan is
encouraged to develop Continuity developed and is utilized when used, maintained, exercised and
of Operations Plans (COOP). needed. Best practices are in place | audited. The COOP is

statewide. coordinated with the critical
infrastructure plan statewide.

Rationale
A business COOP is established to assure that service delivery will continue uninterrupted when faced with a
threatening situation that may hinder operations.

Current Environment

Administrative rule states that PSAPs must be able to operate from a backup facility within 60 minutes. A site
visit of the backup facility is required as part of the compliance review process. Additionally, if the network
detects a PSAP is down, calls will automatically route according to the policy routing agreement form, specified
and signed off on by all involved PSAPs. Calls will also route to previously agreed upon neighboring PSAPs in
situations of high call volume where calls are unable to be answered within a designated amount of time.

Lumen, as the NG911 provider, has a COOP plan and the system has inherent safeguards and responses as
discusse